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ABSTRACT

LACE Network Firmware: A PolarFire FPGA Network for Data Routing and Command

Interfacing in Space Applications

by

Kade C Howes, Master of Science

Utah State University, 2025

Major Professor: Charles Swenson, Ph.D.
Department: Electrical and Computer Engineering

This thesis presents the design and implementation of the LACE network firmware,
a PolarFire Field Programmable Gate Array (FPGA) network aimed at accelerating the
development of machine learning algorithms and handling data routing and command in-
terfacing for spacecraft applications. The architecture consists of a controller FPGA and
one or multiple peripheral FPGAs. The controller FPGA is uses a high-speed Ethernet port
for incoming data and a Universal Asynchronous Receiver Transmitter (UART) interface
for command and telemetry interfacing with a spacecraft computer. The controller FPGA
is responsible routing the data to and from the appropriate peripheral FPGA(s) over Po-
larFire’s built-in transceiver lanes. The development process leverages Simulink to create a
library of models that for data routing, Input/Output handling, and Consultative Commit-
tee for Space Data Systems (CCSDS) and Ethernet packet handling. This architecture aims
to streamline the integration of machine learning algorithms by providing the peripheral
FPGASs’ applications with timely and organized data, allowing more complex algorithms on

peripheral FPGAs and enhancing the efficiency and accessibility of the system.

(116 pages)
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PUBLIC ABSTRACT

LACE Network Firmware: A PolarFire FPGA Network for Data Routing and Command
Interfacing in Space Applications

Kade C Howes

Modern small spacecraft rely on powerful yet efficient onboard compute devices to
process data from sensors in real-time due to tight power and volume constraints. This
work explores a new compute device system built from PolarFire Field-Programmable Gate
Arrays (FPGAs), which are power-efficient, reprogrammable chips well-suited for space
applications. The system connects via a central controller FPGA with one or multiple com-
panion processing FPGAs, allowing sensor data to be quickly received and shared across the
network. Standardized data formats and interfaces increase compatibility with spacecraft
computers. By simplifying data handling and using high-speed communication links, this
architecture makes it easier to integrate advanced algorithms, such as machine learning,
directly onboard spacecraft. This approach supports faster, more efficient decision-making
in space and reduces reliance on ground-based processing, which is especially valuable for

missions with limited communication bandwidth or time-sensitive operations.
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CHAPTER 1

Introduction

Edge computing, where data is processed near its source instead of in a centralized
location, is becoming useful for satellite missions as it reduces communication cost and
latency of real-time measurements. However, this requires hardware that is both low-
power and capable of real-time processing. Field-Programmable Gate Arrays (FPGAs)
are well-suited for this due to their ability to handle multiple computations in parallel
efficiently when programmed properly [5]. This thesis focuses on creating an FPGA network
to streamline algorithm development by managing data routing, time stamping, and the
spacecraft command interfacing.

There are several approaches to using FPGAs in satellite missions for processing data
from sensors. One method involves using multiple unique interfaces, each designed for a
specific sensor type. While this approach can achieve low power consumption and efficient
resource utilization, it is inflexible and increases development time and complexity due to
the need for multiple custom interfaces [6, 7].

Another method is using a standard protocol like Ethernet for all communication,
which simplifies development and integration by packetizing data uniformly [6]. However,
this approach introduces resource and power overhead, as each FPGA endpoint requires an
Ethernet core or additional hardware to handle Ethernet communication.

The proposed architecture combines benefits of both methods. It uses low-overhead,
point-to-point communication between FPGAs for efficiency while incorporating an Ether-
net port for incoming sensor data. The system includes a controller FPGA and multiple
peripheral FPGAs. All FPGAs are planned to be flash-based PolarFire FPGAs, as they are
naturally more radiation tolerant for space applications and they have built-in high-speed

transceiver lanes for efficient FPGA-to-FPGA communication.
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The controller FPGA, equipped with a high-speed Ethernet port and a Universal Asyn-
chronous Receiver/Transmitter (UART) port, acts as the central hub, parsing Ethernet
packets from the sensors and Consultative Committee for Space Data Systems (CCSDS)
Space Packets from the spacecraft. The controller then routes this data to corresponding
peripheral FPGAs via PolarFire FPGA’s built-in transceiver lanes. The controller’s packet
routing will support both sensor-to-peripheral and peripheral-to-peripheral communication,
enabling the integration of processes that exceed the capacity of a single peripheral FPGA,
increasing system flexibility and scalability.

To simplify communication, the system uses a custom packet structure called LACE
packets. These are designed similar to CCSDS Space Packets, but modified to fit the 32-bit
architecture of this LACE network firmware system. See Section 3.1 for more details.

The development process utilized Hardware Description Language (HDL) and Simulink
to build a library of models for data routing, Input/Output (I/O) handling, CCSDS Space
Packet handling, Ethernet frame handling, and custom LACE packet handling. Simulink is
being evaluated for its potential to reduce development time and improve firmware recon-
figurability for specific missions [7].

This firmware architecture is designed to be utilized onboard Utah State University’s
(USU) FPGA hardware stack named Low-power Array for CubeSat Edge Computing Ar-
chitecture, Algorithms and Applications (LACE-C3A or LACE). This is the reason that this
firmware system will be called the LACE network firmware and is referred to throughout

this thesis.

1.1 LACE-C3A Overview

The Low-power Array for CubeSat Edge-Computing Architecture, Algorithms, and
Applications (LACE-C3A) is a reconfigurable, FPGA-based computing framework devel-
oped to enable distributed data processing on small spacecraft. LACE-C3A extends the
principles of edge computing, processing data near its point of origin rather than relying
solely on ground or centralized systems, into the context of small satellites. The archi-

tecture leverages the low-power and radiation-tolerant characteristics of PolarFire FPGAs
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to provide scalable on-board computing that can adapt to mission requirements, support
multiple sensor interfaces, and manage high-rate data routing in real time.

Figure 1.1 presents a conceptual spacecraft data flow diagram illustrating how LACE-
C3A integrates within a representative small-satellite avionics architecture. In this config-
uration, sensor data from one or more spacecraft instruments are received by an Ethernet
frame router, which serves as a centralized data switch between payloads, the flight com-
puter, and the LACE-C3A computer. The router classifies and forwards incoming Ethernet
frames based on destination addressing, distributing them either to the spacecraft com-
puter for storage and telemetry downlink, or to the LACE-C3A subsystem for on-board

processing. This system represents a flexible and easily integrated spacecraft data system.
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Within this network, LACE-C3A operates as a dedicated edge-computing node, per-
forming processing, filtering, compression, feature extraction, or any other processing step

on raw sensor data before it is relayed back to the spacecraft computer. This approach re-
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duces downlink bandwidth requirements and enables low-latency, in-situ decision-making,
such as event detection or adaptive sensor tasking. By situating computation within the
data path between sensors and the spacecraft controller, LACE-C3A effectively acts as a
distributed processing layer that offloads computationally intensive tasks from the main
flight computer.

The conceptual design also demonstrates the modularity of LACE-C3A. Multiple pe-
ripheral FPGAs can be networked through high-speed serial transceivers to scale compu-
tational capacity as needed for a given mission. Each node can execute specific algorithms
or process different sensor streams in parallel under the coordination of a controller FPGA.
This modular, distributed configuration aligns with current trends in small-satellite avionics
toward flexible and reconfigurable computing systems that can evolve with mission objec-

tives.

1.2 Research Objectives

The proposed research has the three primary objectives:

1. Develop firmware for peripheral FPGAs that receives sensor data from the controller’s
Ethernet port, using fewer FPGA resources than direct Ethernet implementation on

the peripheral FPGA
2. Timestamp all sensor and telemetry data with 1 millisecond precision

3. Establish a command and telemetry interface to an external spacecraft computer via

UART



CHAPTER 2

Overview

2.1 System Overview

The LACE network firmware implements a distributed architecture composed of a con-
troller FPGA and multiple peripheral FPGAs, all based on Microchip’s PolarFire MPF300T
devices. However, the architecture is designed to support easy adaptation to other PolarFire
FPGAs with minimal modification, allowing flexibility in resource utilization and mission
requirements related to compute, power, and size. The controller FPGA functions as the
central hub for external communication and internal data routing, while the peripheral
FPGAs act as specialized processing nodes within the network.

As shown in the LACE network system overview in Figure 2.1, the controller interfaces
externally through two primary connections: a Gigabit Ethernet port and a UART interface.
These interfaces are primarily used for sensor data ingress and command or telemetry
exchange with a spacecraft computer, respectively, but the system is designed to support any
form of input or output data through either port. Internally, the controller employs a Packet
Router that processes incoming data and determines the appropriate routing path based
on a Routing Identifier (RID), assigned from information contained within Ethernet framer
header information (Gigabit Ethernet port) or CCSDS Space Packet Header information
(UART port). Data can be directed to one or more peripheral FPGAs, returned through
Ethernet or UART, exchanged between peripherals, or forwarded to the Command and

Control Handler for configuration.
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to other peripheral endpoints as required.

This modular, distributed design allows the system to be easily scaled or reconfigured
for different mission requirements. The separation between data routing on the controller

and computation on the peripherals reduces complexity, reduces FPGA utilization per pe-

ripheral FPGA, and enables rapid firmware adaptation for future spacecraft payloads.



2.2 Methodology

The development of the LACE network firmware combined development in simulation
using MATLAB Simulink and hardware validation using Libero SoC by Microchip, an
FPGA all-in-one programming and debugging tool. This helped ensure that each component

of the FPGA network system was verified at both the algorithmic and hardware levels.

2.2.1 Project Setup and Development Environment

Most algorithm and model development for this research was performed in MATLAB
Simulink, using HDL Coder for algorithm-level design and HDL code generation. All mod-
els, except the top-level models intended for HDL generation and hardware implementation,
were developed as referenced subsystems within Simulink. This approach promotes model
reuse across multiple contexts and simplifies simulation. By using referenced subsystems,
signals from any lower-level subsystem can be observed collectively within a single Logic
Analyzer instance in Simulink, streamlining verification and analysis.

A MATLAB project was created to help track hierarchical dependencies between
Simulink models. This project was named LACE_network. Additionally, this MATLAB
project runs a MATLAB script on startup (LACE_network_project_setup.m) , allowing
for all environment variables to be populated automatically by calling these setup scripts
when the MATLAB project is run. The structure for this MATLAB project can be seen in
Figure 2.2. The setup scripts mentioned were stored under scripts/. Referenced subsystem
models were stored under model_library/, with their corresponding testbenches stored un-
der model_testing/. Top-level models to be implemented on FPGA hardware were stored
under top_modules/. The LACE_network.prj file contains the MATLAB project meta-
data and running this opens the project for development within MATLAB. This model of
MATLAB project and environment was inspired by the development of the Space Weather

Probes 2 firmware [7].



LACE_network
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+— resources/
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L LACE network_project_setup.m
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Fig. 2.2: LACE Network MATLAB Project Structure

With these environment variables setup in MATLAB, Simulink has access to all vari-
ables, allowing simple configuration of models by editing of MATLAB scripts that run on
project startup. This helps to keep the development environment consistent and the HDL
code generation to be repeatable within this environment.

Once each referenced subsystem, or multiple together, were validated in simulation
in Simulink, HDL Coder, an add-on to Simulink, was used to generate VHSIC Hardware
Description Language (VHDL) code directly from the Simulink model. This VHDL is built
hierarchically, allowing the entire hierarchy to be used in the hardware design suite tool,

Libero SoC. The resulting VHDL is stored in the hdlsrc/ folder as seen in Figure 2.2.

2.2.2 Hardware Implementation Process via Libero SoC

After HDL code generation from Simulink, hardware implementation was carried out
using Libero SoC by Microchip. Libero SoC served as the central design software for
synthesizing, placing and routing, programming, and debugging the PolarFire MPF300T
devices used in this research.

Each HDL model, generated automatically by HDL coder, was imported into Libero
SoC as a separate component using the SmartDesign tool. These modules were then com-

bined with vendor-supplied IP blocks to enable high-speed transceiver communication, FEth-
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ernet interfaces, and clock and reset management. The most critical IP cores included the
LiteFast transceiver cores [4], responsible for encoding, serializing, deserializing, and decod-
ing data streams between FPGAs, and the Gigabit Ethernet Media Access Control (MAC)
IP core named CoreTSE [8], which provided low-level packet handling and verification for
the Ethernet interface.

The hardware design flow followed these main steps:

1. SmartDesign Creation: SmartDesign modules were created in Libero SoC to simplify

the process of integrating all imported HDL modules and vendor-supplied IP blocks.

2. Synthesis: SmartDesign modules were synthesized using Synplify Pro within Libero

SoC to generate optimized gate-level netlists.

3. Constraint Definition: Timing and I/O constraint files were created using a combina-

tion of reference files for IP blocks and manual assignment.

e 1/0O constraints were applied for differential SubMiniature version A (SMA) con-
nectors for the transceivers between FPGAs, the Ethernet PHY interface, and

the UART serial lines.

e Timing constraints were added to ensure placement and routing within the FPGA

meets the assign clock’s timing requirements.

4. Placement and Routing: After synthesis, placement and routing were performed with
timing verification. This ensured that all data paths met setup, hold, and propagation

delay requirements.

5. Bitstream Generation and Programming: Once verified, programming bitstreams were

generated for both the controller and peripheral boards.

Hardware debugging was done using the Identify Debugger tool in Libero SoC, which
allows internal signal capture from the FPGA in real-time. Additionally, live testing was

done using a combination of software including Wireshark, Cat Karat, Arduino IDE, and
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custom spacecraft emulation Python code. This combination of software simulation, syn-
thesis verification, hardware probing, and live testing ensured that the firmware met both

timing and functional requirements on FPGA hardware.

2.2.3 Version Control

Version control for the LACE network firmware was managed using Git to ensure
consistent and traceable development across multiple tools and environments. The Git
repository was structured to support both MATLAB Simulink and VHDL-based workflows
while maintaining compatibility with Libero SoC project files.

For MATLAB and Simulink models, the MATLAB Project integration with Git was
used to enable graphical change tracking of Simulink diagrams and to ensure version con-
sistency across referenced subsystems. Commit metadata recorded changes in both model
structure and HDL parameters, allowing tracking of changes to design configurations or

project settings.

2.3 Literature Review

Modern small satellites are evolving from simple data-gathering platforms into sophisti-
cated sensor networks capable of on-board interpretation, decision-making, and autonomous
response. This transformation has been driven by advances in miniaturized processing
hardware, reconfigurable logic, and energy-efficient computing hardware. The literature
surrounding these developments crosses multiple domains, from high-speed digital inter-
connects and distributed FPGA firmware to space-qualified onboard computers and recon-
figurable payload processors. Understanding this body of work is important to place the
Low-Power Array for CubeSat Edge-Computing Architecture, Algorithms, and Applications
(LACE-C3A) within the broader context of spacecraft computing.

This review focuses on three primary areas: (1) state-of-the-art onboard computing sys-
tems for small satellites, (2) recent trends toward distributed, adaptive, and edge-oriented

architectures that perform real-time analysis at the sensor system or point of data collection,
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and (3) serial interconnect technologies and firmware frameworks that enable communica-
tion among multiple FPGAs.

Together, these topics establish the technical foundation upon which LACE-C3A ad-
vances reconfigurable and distributed edge computing for next-generation small spacecraft

missions.

2.3.1 Onboard Edge Computers for Small Satellites

The NASA Small Spacecraft Systems Virtual Institute (S3VI) publishes the State-of-
the-Art Small Spacecraft Technology Report annually to summarize worldwide developments
in small satellite subsystems. The 2024 edition (NASA Ames Research Center, February
2025) dedicates an entire chapter to Avionics and Processing, charting a progression from
single-board radiation-hardened controllers to reconfigurable and distributed computing
systems suitable for on-board data processing. Commercial off-the-shelf single-board com-
puters have become popular in CubeSat and microsatellite classes because of their low
cost and high performance. Manufacturers such as GomSpace, ISISpace, and Blue Canyon
Technologies offer modular boards featuring ARM or Intel Atom processors [16].

The addition of FPGAs for computing has emerged as an important method for onboard
processing for small satellites. NASA’s SpaceCube family demonstrates this paradigm by
integrating general-purpose processors and FPGAs on a common backplane that supports
partial reconfiguration of the FPGAs in orbit. The third generation, SpaceCube v3.0, was
developed as a next-generation high-performance platform for scientific and Earth-observing
missions, demonstrating up to 50 times the acceleration for image-processing tasks compared
with CPU-only systems [12]. George and Wilson’s survey in the Proceedings of the IEEE
highlights how such hybrid processor and FPGA architectures provide resilience and per-
formance scalability for small satellite missions [13]. Other missions such as the HYPSO-1
hyperspectral CubeSat employed a hybrid CPU-FPGA processor with in-flight reprogram-
ming and an autonomous image-selection pipeline [14]. European missions such as OPS-SAT
have also validated this approach. The OPS-SAT spacecraft hosts a reconfigurable onboard

computer capable of executing experimental Al and image-classification algorithms directly
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in orbit [15]. These developments demonstrate the growing use of FPGA-based reconfig-

urable computing for spacecraft applications.

2.3.2 Emerging Edge Computing Processes and Architectures

The latest State-of-the-Art Small Spacecraft Technology Report identifies Artificial In-
telligence (AI) and machine learning acceleration as a fast-growing domain in small-satellite
computing [16]. Ongoing experiments such as NASA’s SpaceCube Edge-Node Intelligent
Collaboration (SCENIC) extend these ideas to distributed Al inference and compute task
allocation across multiple spacecraft nodes [17]. Both NASA’s SCENIC program and Eu-
ropean efforts such as the ¢-Sat series aim to demonstrate neural network inference for
image classification and anomaly detection using onboard FPGAs and processors. Recent
academic studies also point to the feasibility of such approaches. Moreira et al. developed
an FPGA-based architecture for thermal anomaly detection in orbit [18], and Carr et al.
demonstrated an FPGA pipeline for real-time stereo-image processing and scientific data
reduction [19]. These works emphasize the importance of high-bandwidth interconnects and
low-latency firmware layers, features central to the LACE-C3A architecture.

Within this context, LACE-C3A represents another step toward distributed, reconfig-
urable edge computing for small spacecraft. The system composed of a controller FPGA and
multiple peripheral FPGAs that are interconnected through high-speed serializer/deserial-
izer (SERDES) links shares the modularity of NASA’s SpaceCube with a goal of reducing
size, weight, and power. In this sense, LACE-C3A operationalizes many of the trends
identified by NASA’s State-of-the-Art Small Spacecraft Technology Report and the broader
literature including scalability, adaptability, and autonomy at the edge while adapting them

to the size, weight, and power constraints of CubeSat-class missions.

2.3.3 Interconnect Technologies and Frameworks for Configurability
The development of packet-routed architecture across multiple FPGAs builds upon
more than two decades of research in spacecraft data networks, on-board processing, and

reconfigurable computing. The LACE-C3A system combines a controller FPGA that man-



14

ages data ingress and egress, routing, and distribution to multiple peripheral FPGAs that
perform localized processing. Comparable approaches have emerged in high-performance,
on-board data handling systems, multi-FPGA routing fabrics, and reconfigurable payload

processors for space. In this section we review key literature in this area.

High-Speed Inter FPGA Links

High-bandwidth serial transceivers integrated into modern FPGAs enable reliable com-
munication between multiple devices in a distributed architecture. The Microchip PolarFire
family supports transceiver lanes operating between 500 megabits per second (Mbps) and
12.7 Gbps, forming a physical layer suitable for inter-FPGA data exchange [20]. Microchip’s
LiteFast IP core provides a lightweight data-link layer with token-based flow control, idle
frame maintenance, and cyclic-redundancy checks (CRC-32) [4]. This approach is analogous
to other low-overhead streaming link layers such as Xilinx’s Aurora 64b/66b protocol but
optimized for PolarFire devices.

The European Space Agency’s SpaceFibre protocol extends these ideas into a stan-
dardized, fault-tolerant multi-gigabit serial network for spacecraft. Parkes et al. (2015)
introduced SpaceFibre as a high-rate replacement for SpaceWire, incorporating multi-lane
bonding, virtual channels for quality-of-service control, and fault-detection and isolation
mechanisms [21]. Follow-up work demonstrated an FPGA-based routing switch supporting
deterministic latency and error recovery [22], and later implementations confirmed com-
patibility on radiation-tolerant RT'G4 devices [23]. Recent publications describe efficient,
multi-lane SpaceFibre cores that achieve automatic lane alignment and retransmission con-
trol [24]. Collectively, these results validate the feasibility of multi-gigabit, fault-tolerant
inter-FPGA fabrics for flight applications. LACE-C3A’s use of PolarFire SERDES lanes
with LiteFast IP follows this proven model but tailors the implementation to a small-satellite

power and resource budget.

Packetization and Routing

Packet-based routing is the backbone for scalable on-board satellite communications.
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The Consultative Committee for Space Data Systems (CCSDS) Space Packet Protocol
(133.0-B-2) defines standardized primary and secondary packet headers used throughout
the space community for telemetry, telecommand, and payload data [2]. By assigning
a Routing Identifier (RID) derived from these header fields or from Ethernet framing, a
controller can dynamically forward packets to the appropriate peripheral node or to an
external interface for data egress.

Previous research on network-on-chip and multi-FPGA routing architectures offers de-
sign insights directly applicable to the LACE-C3A Packet Router. Khalid et al. (2014)
presented a scalable multi-FPGA routing architecture emphasizing throughput and mini-
mizing critical path delays [25]. Similarly, Nepomuceno et al. (2021) demonstrated task
parallelism across multiple FPGAs [26]. In a spacecraft context, NASA Goddard Space
Flight Center’s study of SpaceWire network behavior documented the need for router port
stall mitigation and flow control to prevent receive buffer overflow [27]. Together, these
works motivate LACE-C3A’s RID-based packet router, which separates routing from com-
putation to improve determinism and maintainability while maintaining compatibility with

standard packet structures.

Data Ingress and Egress Interfaces

The LACE-C3A controller FPGA handles external communication through a Gigabit
Ethernet port and a UART port. Ethernet interfaces have become popular in modern space-
craft payloads because of their versatility and support for existing ground tools. Microchip
provides CoreTSE and Corel0GMAC IP cores that implement 1 GbE and 10 GbE physical
layers, respectively [20]. The UART channel remains valuable for command, telemetry, or
debug communication.

Combining Ethernet and UART within the controller simplifies integration with exist-
ing spacecraft command and data handling systems while allowing flexible, high-bandwidth
data ingestion from sensors. Comparable mixed-interface strategies appear in both the
NASA SpaceCube platform [12] and in the HYPSO-1 hyperspectral mission, where payload

FPGAs exchange data with the on-board computer and sensor sources over standard serial
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and network links [14].

In-Flight Reprogramming and Scalable Multi-FPGA Systems

For long-duration missions and reconfigurable payloads, the ability to update FPGA
fabric in flight is valuable. The PolarFire FPGA and PolarFire SoC FPGA Programming
User Guide details Auto-Update and In-Application Programming (IAP) modes, which
allow the system controller to load a new configuration image from external flash memory
[28]. This feature supports future selective reprogramming of individual peripheral FPGAs
without interrupting the controller’s operation.

NASA’s SpaceCube v3.0 system embodies a similar philosophy by enabling field re-
configuration and partial updates to adapt processing on orbit [12]. Broader surveys of
hybrid computing on small satellites highlight the trend toward combining general-purpose
processors with reconfigurable logic to achieve flexibility and efficiency [13]. The OPS-SAT
in-orbit platform further demonstrates live experimentation and dynamic payload repro-
gramming [15], while HYPSO-1 provides a practical demonstration of a robust boot pipeline
for FPGA-based image processing [14].

Recent investigations of FPGA edge-computing architectures, such as Moreira et al.
(2025) and Carr et al. (2025), show the feasibility of deploying advanced data reduction and
machine learning algorithms directly within reconfigurable logic aboard spacecraft [18] [19].
These efforts align closely with the objectives of LACE-C3A, which seeks to bring adaptive

computing to payloads with strict power and reliability constraints.

2.3.4 Literature Review Summary

The literature establishes a strong foundation for LACE-C3A’s distributed firmware
design. Inter-FPGA serial communication using methods such as LiteFast or SpaceFibre
demonstrate multi-gigabit, fault-tolerant data exchange with low latency. Standardized
packetization via CCSDS Space Packet Protocol ensures interoperability and straightfor-

ward routing. Hybrid ingress and egress through Ethernet and UART offers integration
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flexibility, and the availability of FPGA fabric reprogramming supports future reconfig-
urability in flight. Collectively, these studies validate LACE-C3A’s architectural decisions
and highlight its contribution: an extensible, resource-efficient, multi-FPGA computing

environment designed for next-generation CubeSat and small satellite missions.

2.4 Thesis Outline

An overview of the entire LACE network firmware and its development is given in
Chapter 2. Chapter 3 outlines the packet structures used to communicate with external
sources as well as between FPGAs within the LACE network. Chapter 3 also outlines the
development of the Packet Router, a core piece of the LACE network firmware responsible
for routing packets around the FPGA network appropriately.

Chapter 4 discusses the communication method between PolarFire FPGAs within the
network using high-speed transceivers. Chapter 5 discusses the development and testing of
Ethernet communication with an external Ethernet-connected source. Chapter 6 discusses
the development and testing of UART communication vs CCSDS Space Packets with an
external UART-connected source. Chapter 7 discusses how the system can be configured via
command and control packets from an external source. Chapter 8 discusses the development
of a simplified interface to be put onto all peripheral FPGAs to connect to the controller
FPGA to be on the LACE network and to simplify development of the applications on the
peripheral FPGAs. Chapter 9 discusses the results of the research process. Chapter 10

contains a summary and a discussion on further work related to this research project.



CHAPTER 3

Data Routing

A core part of this networking firmware is correctly and efficiently routing data around
the sytem in a scalable fashion. This chapter discusses the types of packets and data that
are used, the packet router for routing data between sources, and other firmware models

used to facilitate the custom communication between the packet router and the sources.

3.1 Packet Structures

To facilitate moving data around the system efficiently and consistently, a new packet
structure was created. This new packet structure is called a LACE Packet. The new packet
structure was modeled after the CCSDS Space Packet Protocol structure. The CCSDS
Space Packet overall structure can be seen in Figure 3.1. Note that these Space Packets are
based on octets (bytes) and consists of a primary header that is 6 octets long, followed by a
variable length user data field of up to 65,536 octets. These LACE Packets are used purely
for passing data between FPGAs within the network. User applications on the peripheral
FPGAs will have no notion of a LACE packet with the data they receive. User applications
will get only receive the data inside the incoming packet, whether CCSDS or Ethernet, not

the header information.



< SPACE PACKET >
PACKET PACKET DATA FIELD
PRIMARY
HEADER
PACKET USER DATAFIELD
SECONDARY
HEADER
Variable P ——— Y T o [ —— >
L S 6 octets > 1 to 65536 octets >

Fig. 3.1: CCSDS Space Packet Structure [2]

Additionally, CCSDS Space Packets’s primary header field is structured as shown in
Figure 3.2.

< PACKET PRIMARY HEADER
PACKET
PACKET PACKET SEQUENGE PACKET
VERSION IDENTIFICATION CONTROL DATA
NUMBER LENGTH
PACKET| SEC. |APPLICATION| SEQUENCE PACKET
TYPE | HDR. PROCESS FLAGS SEQUENCE
FLAG | IDENTIFIER COUNT OR
PACKET NAME
3 bits 1 bit 1 bit 11 bits 2 bits 14 bits
2 octets 2 octets 2 octets

Fig. 3.2: CCSDS Space Packet Primary Header Structure [2]

This header includes information about the type of packet, its order in a data stream,
and the packet’s length. These information fields inspired the structure of the designed

LACE packets. The structure of the LACE packets is shown graphically in Figure 3.3.

19
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Sync Word (32 bit)

Packet Structure Header
(Packet Data Length is number
of 32-bit words in rest of
packet)

Packet Timing Header
Information

All granule data must be 32
bits (padded)

32-Bit Checksum (XOR every
word in packet)

Fig. 3.3: LACE Packet Structure

Several key decisions were made in the formation of this packet structure. First, data
fields lengths and orders were chosen to enable a 32-bit based system. This was done because
the entire system’s architecture is 32-bit based. Conversion from other data word sizing is
done as necessary, such as from the 8-bit based UART communication port.

Second, the primary header information (shown in red), was chosen to enable packet
ordering, packet identifying, and packet length checking. This functionality is performed
by the sequence flags, the RID, and the Packet Data Length fields, respectively.

Third, the addition of timing fields (System Clock Milliseconds and Real Time Clock)
as a secondary header was inspired from the design of the Space Weather Probes 2 system
by Wallace [7]. This enables timestamping of received and peripheral-created data with
millisecond precision.

Lastly, a 32-bit checksum is appended to the end of the user data (granules). This
is a checksum in name only as the current structure for computing this check word is a
bitwise XOR on every word in the LACE Packet prior to the check word, not including

the sync word. A more robust form of checksum was not chosen since this check word is



21

only employed to check data transmitted through the controller to peripheral FPGAs over
transceivers, which have their own form of data validation using the LiteFast IP [4], or is
internal to the controller FPGA. Externally received and transmitted data uses the checks
built into Ethernet frames or CCSDS Space Packets.

It is important to note that there is a sync word of 0x352EF853 transmitted before
each LACE Packet to provide a consistent method of parsing LACE Packets when they
arrive at their destination. To further clarify the LACE Packet Structure, see Table 3.1 for

descriptions of each field.
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Table 3.1: LACE Packet Descriptions.

Field Name Length (bits) | Description

Sync Word 32 Field not technically part of
LACE Packet, but always
transmitted before each packet

for delimiting. Always value of
0x352EF853.

Sequence Flags 5 Packet’s location in data
stream, 0-30, wrap back to 0
after 30. Use Ob11111 when
packet is standalone.

Routing Identifier (RID) 11 Packet identifier used for de-
termining the routing of the
packet through the system.
Maps to and from CCSDS
APIDs (UART) and source
MAC (MAC) Addresses (Eth-
ernet).

Packet Data Length 16 Represents the number of 32-
bit data words following in the
LACE Packet after this field,
including the checksum check
word at the end of the packet.

System Clock Milliseconds 32 The system clock in millisec-
onds when the LACE packet
was formed.

Real Time Clock 32 The real-time clock in seconds
when the LACE packet was
formed.

Granule (N number of user data words) 32 each The user data to be sent
within the LACE packet.
Check Word 32 The verification (check) word

for the LACE packet. Is
formed by performing a bit-
wise XOR on word in the
LACE packet prior to this
check word. Note: does not in-
clude the preceding sync word.

3.1.1 IEEE 802.3ab Ethernet Packet

Ethernet packet framing was also considered as the scheme between FPGAs within
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the network. The standard used by the Gigabit Ethernet Core used (CoreTSE [8]) is
the 1000BASE-T, which uses the Institute of Electrical and Electronics Engineers (IEEE)
802.3ab Ethernet packet definition. See Figure 3.4 for the IEEE 802.3 Ethernet packet

definition.
Size (Octets)
7 Preamble N
1 SFD )
6 DA )
6 SA
2 | Length/Type O L
. | | E %
46 to 1500 ~ mMAC | & S
or 1504 — | Client Data | L
or 1982 IP""“P_AB _____ ﬂ;
~—
4 FCS -
KgslfD — Start frame delimiter L___E_X_te_l_'l_s_lt_)_n__“i - ./
DA — Destination address
SA — Source address
MAC — Medium access control
FCS - Frame check sequence

Fig. 3.4: IEEE 802.3 Ethernet Packet Definition [3]

However, this was not chosen as the header fields would have to be custom implemen-
tations to route the data around the device accordingly. This could lead to confusion in
melding standards into a custom packet format. Thus, the LACE packet structure was

chosen over the IEEE 802.3ab packet structure.

3.2 Packet Router
The center of the routing architecture is a Packet Router. This router takes in a number

of LACE Packet data streams (as described in Figure 3.3) and produces the same number



24

of LACE Packet data streams out, routing these streams according to their RID fields. A
diagram of this structure is shown in Figure 3.5. Each source buffer’s output connects to
the input of every other source’s output multiplexer (MUX), seen by the different colored
arrows, left unconnected for clarity. The Round Robin Scheduler in the center controls

which sources buffer can output to the desired destination(s).

/ Packet Router \

e AV
Source 2 [€

Source 0
Source 0 Buffer Buffer Source 2
< Source 0 Source 2 >
Mux Mux
Ne—— ___
A \
\ A
—— —
Source 1 Source N
» Buffer Buffer [«
Source 1 Source 1 Source N Source N
< Mux Mux >»

Fig. 3.5: Packet Router Diagram

The packet router was designed to be able to route incoming data to any number of
output data streams. For example, this allows data to be received via Ethernet, assigned an
RID according to the source MAC address (see section 5), and routed to all of the peripheral
FPGAs in the network. Additionally, the Simulink model for the Packet Router can be seen

in Appendix C.1.

3.2.1 Round Robin Scheduling and Forwarding
The round robin scheduler handles the internal routing logic of the Packet Router.
Each source’s buffer reports when it has data that is ready to be sent and the data’s RID.

The scheduler iterates through each source, checking whether each one is ready. As soon
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as it comes to a source that is ready, the scheduler looks up destination(s) that packet goes
to for that given RID. This lookup is performed on a lookup table that is loaded on FPGA
boot according to a spacecraft-specific table associating RIDs to CCSDS APIDs and/or
Ethernet MAC Addresses.

The scheduler configures the appropriate source’s multiplexers (MUXes) to forward the
ready-to-send source’s stream. The scheduler then gives the ready-to-send source a signal
to allow it to send, and the source puts a busy flag high as it transmits its data.

The round robin scheduler continues checking each source while the ready-to-send
source is sending its data. When the scheduler comes to another ready source, it com-
pares any busy sources’ current routes using bitwise logic and if the next-in-line source’s
desired destinations don’t conflict with any currently busy routes, the scheduler allows that
next-in-line source to send after configuring the appropriate MUXes. If there is a conflict,
the scheduler halts and waits until all of the next-in-line source’s routes are ready, thus
preventing starvation and reducing maximum latency, but reducing maximum aggregate

bandwidth.

3.2.2 External Source Interface

The Packet Router was designed to be scalable and flexible to work with a variable
number and different types of sources. This was done by designing the input and output
interfaces to be standardized within the system. For a source to connect with the Packet
Router, it must output a LACE packet bus and must take in a LACE packet bus. A
LACE packet bus stream follows the LACE packet definition in section 3.1 and the signals

it contains are:

1. Data_Line: 32-bit word containing packet data
2. Data_Valid: a boolean flag when the data on Data_Line is valid

3. Packet_Done: a boolean flag that is high when the last Data_Valid pulse of the packet

is given (XOR check word)
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A diagram showing the generic structure of any source interface to the Packet Router

is shown in Figure 3.6.

ﬂource Handler \
To Packet

External Router
—>»{ Input LACI.E
Packetizer
Interface

From Packet

External LACE Router
<—— Output Packet <::I
Interface Parser

\_ /

|::> = LACE Packet Bus

Fig. 3.6: Generic Source Handler Diagram

These source interfaces that were developed are referred to as handlers. The handlers
developed for this system include a a LiteFast handler, an Ethernet handler, a UART and
Space Packet handler, and a Command and Control handler. The specific designs for these
handlers, how they integrate with the Packet Router, and their details are discussed in

Chapters 4, 5, 6, and 7.

3.3 LACE Packet Handling

Since the LACE network firmware architecture is built around LACE packet data buses,
reusable models were built to simplify the creation and parsing of these LACE packet data
buses. To handle the creation of a LACE packet bus from a stream of data, the LACE_
packetizer was created and is explained in Section 3.3.1. To handle the validation and
optional parsing of a LACE packet bus stream of data, the LACE_packet_parser was created

and is explained in Section 3.3.2.



27

3.3.1 LACE Packetizer

The LACE packetizer is responsible for taking in a stream of data, represented with
the three signals data_in, data_in_valid, and data_done and creating a valid LACE
packet bus and streaming the data out. Additionally, it takes in the RID, system_clock,
and real-time clock (RTC) to properly populate the LACE packet header and check word
as explained previously in Section 3.1.

To accomplish this, the LACE Packetizer uses a set of First In, First Out (FIFO)
blocks to buffer data and header information until all user data is presented. It then
iterates through the formed header data, presented user data, and calculated check word
data, outputting the stream on its LACE_packet_bus_out port. The Simulink Referenced

Subsystem diagram of the LACE Packetizer is shown in Figure 3.7.
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3.3.2 LACE Packet Parser

The LACE packet parser is responsible for taking in a LACE packet stream via a
LACE packet bus input and checking the header and checksum information to validate the
the input as a LACE packet stream. It does this by waiting until it sees the sync word appear
on the input LACE packet stream, then iterating through the header, parsing and saving
each piece of the header. After all user data and the check word has been presented, known
by checking the Packet Data Length, the parser compares its computed XOR check word
against the received check word. If they match, the validated packet stream is forwarded on
the output ports with the parsed header information. The Simulink Referenced Subsystem

diagram of the LACE packet parser is shown in Figure 3.8.
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Additionally, the LACE packet parser was designed as a Referenced Subsystem in
Simulink configured with a subsystem mask. This allows internal block parameters to
be passed up to the model that references the subsystem and configure options without
changing every instance of the subsystem. Since there are places in the LACE network
firmware that require parsing out the user data from the LACE packet stream and other
places when the full packet with the header and footer is required with just validation, a
parameter was "masked” that allows the user to select whether to keep the LACE header
and footer on the validated LACE packet data stream. Figure 3.9 shows this subsystem
mask on the LACE packet parser within the controller_litefast_handler, explained

further in Section 4.3.

Block Parameters: litefast LACE packet_parser x
Subsystem (mask)
This block validates (and optionally parses) LACE packets

Parameters

B Keep LACE Header/Footer?

Cancel Help Apply

Fig. 3.9: LACE Packet Parser Subsystem Mask



CHAPTER 4

High-Speed Transceivers and LiteFast

4.1 LiteFast Introduction

Communication between the controller and peripheral FPGAs is achieved through the
PolarFire family’s built-in high-speed serial transceivers that can operate at up to 12.7 Gbps.
These transceivers provide reliable, low-latency data transfer between FPGAs within the
LACE network. The LACE network uses the LiteFast IP core [4], a Microchip-provided
transceiver interface that performs 8b/10b encoding, word alignment, and error detection.
Additionally, LiteFast manages flow control, framing and checking of data, and link main-
tenance when no user data is being sent. Figure 4.1 shows a typical application for the
LiteFast IP cores from the LiteFast IP User Guide. This method is the exact application

style used in the LACE network firmware, configured to use a 32-bit word.

------------------------ g
! System A ' ! System B |
: | | |
i ! ! I
| : : I
I . |
! LiteFast CorePCS | gpts 1y EPCS|Rx| COrePCs LiteFast !
} > B —» (8b/10b T » > + (8b/10b . >
! Transmitter Encoder) ! | Decoder) Receiver !
I
l ! ! I
I |
1 I
User | ! SerDes SerDes 1 | Usgr
Logic | : | : Logic
! I
1 i ! l
I I
P CorePCS ! CorePCS .
I EPES Rx EPCS | Tx !
P thefast (8b/10b |« ?: m ! (8b/10b theFalst \
I Receiver [¥ | Transmitter I
| Decoder) ! ! Encoder) |
| [ ! |
i ! ! |
I ! : |
S, ! b

Fig. 4.1: LiteFast Usage Block Diagram [4]

To interface with the LiteFast transmitter block, user logic must raise a data ready flag,
signaling that data is ready to be sent (usr_data_rdy_tx_i). The LiteFast transmitter will

provide back a req_usr_data_tx_o flag, signaling the transmitter is ready for user data.
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Two clock cycles later, the user logic then provides the a valid flag usr_data_val_tx along
with the data (req_usr_data_tx_i) on the same clock cycle. It is important to note the
usr_data_val_tx_i signal must be provided to the LiteFast transmitter ezactly two clock
cycles after the req_usr_data_tx signal goes high, any less or more delay and the LiteFast
transmitter sends incorrect data. The user logic can provide up to 128 bytes of data in
one transaction or % = 32 [words] as the maximum number of 32-bit words per

transaction. A timing diagram of how to interface with the LiteFast transmitter block is

shown in Figure 4.2, including the two clock cycle delay mentioned.

ek o [ LT L L L L L L L LT
usr_data_rdy tx_i J // \—
req_usr_data_tx_o / // \__
usr_data_val tx_i / // \—
usr_data_tx_i 7/XD_0)D_1 X D_%IEX D_NX/

Fig. 4.2: LiteFast Transmitter Timing Diagram

The LiteFast receiver operates in a similar way to the LiteFast Transmitter, but simpler.
When data is received and decoded, the LiteFast receiver provides a valid flag (usr_data_
val_rx_o), signaling when the user data received, on the output line usr_data_rx_o, is
valid for the user logic to consume. Additionally, there is an error signal output by the
LiteFast receiver signaling when an error has occurred (crc_err_rx_o). A timing diagram

showing an example successful receive transaction is shown in Figure 4.3.

S ielgliginiginlinipipiyinigigl
usr_data_val_rx_o / // \
usr_data_rx_o 7/XD_0)D_1\ D_QEX D_NX/

Crc_err_rx_o

Fig. 4.3: LiteFast Receiver Timing Diagram
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4.2 LiteFast Integration in Libero SoC SmartDesign

The LiteFast Transmitter, LiteFast Receiver, and the transceiver interface modules
were instantiated and configured in Libero SoC using the SmartDesign tool. When in-
stantiating a new transceiver interface, a bit rate must be specified in both the PF_PLL,
responsible for generating the clocks necessary for transceiver operation, and the PF_XCVR_
ERM, responsible for providing the interface to the user logic to use the transceiver. After
selecting a desired bit rate, there will be two resulting clocks generated for the transmitting
and receiving. The bit rate selected for this research was 10 Gbps, which resulted in a clock
frequency of 250 MHz for both the transmitting and receiving clock domains. The maxi-
mum rate the PolarFire transceivers support is 12.7 Gbps, however 10 Gbps was selected to
meet timing constraints and still provide a bandwidth significantly higher than the input
and output rate of the system of approximately 1 Gbps.

The SmartDesign showing the connections between all of the modules necessary to
interface with the FPGA’s transceivers at 10 Gbps is shown below in Figure 4.4. The con-
figuration for each of the IP blocks shown in Figure 4.4 can be seen in Appendix B.2. Addi-
tionally, the submodule SmartDesign blocks shown, Transceiver and LiteFast_Receiver,
are shown in Appendices A.3 and A.2, respectively. The SmartDesigns Transceiver and

LiteFast_Receiver have their detailed IP block configurations shown in Appendix B.5.



35

AR 03N

d7XLT0aNY

dod 014" seeu)

< Qv D

<] N"avd M TH3y

fadwa~o414 SRR

1€ Juerep S sesean

0 TD O4I43¥0D

JaAl@osuel |

—{lotelvLva i oanv

Xl 80188 03NV
o VR LRI E L]

NTax1 03Ny <k

[0:T€lvLva X1 03my
[o:eDi X1 80788 03NV |
davdOm 3y

o NTavd D
aX103NV Sl
X1 0aNvT 4 o 03]
VAT 0aNyT _ TosTE)
O-XH—03NY NTLSYY vHd 03NV

S HL|

13A3I93Y 15843117

Tomxieep 0 oy
usvorz30was FEI sue—
Sl TS [o:Tel ENJM\E‘
X fenevep 0 b
i~ paubile auel P03
oy
N

0 Jona1ay 1se4au]

<1 40Ri0INYT

NTLSHY VNG 03NV

1

1o Tk}

0 JoARdSsuUel]

Ny ISouwe 0317 s

13 358493

forrx oo™

= [Bous
[0:1€]1070 ep 352483 k

1070 3sedey]
T eep s ba

10 Apieep

DaAprTeoarT

_3|PueY OdId X1 MADX

70 04143¥0D

[0:1€ N0 10PN 0414 150433

[0:g]a1un0> " peai ¢

PRI SN~ 0147a 05 43N

NTL3STOniEYS

0 1D 1sedan

- g eep s b
faue pesiow o

sy e
pieaepTsn & _u, id

¥

0 Jelpuey 0414 XL dADX

D78V 40X

0 2O 04143400

ign

XCVR_top SmartDesi

Fig. 4.4



36

Because the transceiver subsystem transmit and receive subsystems operate in different
clock domains relative to each other as well as to the main system fabric, Clock Domain
Crossing (CDC) was a critical design consideration. To ensure reliable data transfer be-
tween these asynchronous domains, Microchip’s CoreFIFO IP blocks were used on both the
transmit and receive paths. These CoreFIFOs were configured to be dual-rate, meaning
that the write side and the read side of the FIFO operate on separate clock domains. See

Appendix B.2 for full configuration parameters.

4.2.1 LiteFast Transmitter Domain

Since the LiteFast transmitter has a unique requirement for sending it data as shown
in Figure 4.2, a small Simulink model was designed to handle the popping of data from
the read side of the transmit FIFO. This model would be responsible for pulling data out
when the controller’s main routing logic has pushed data onto the FIFO representing LACE
packets to be sent to the peripheral over the transceiver lane. This model was named the

XCVR_TX_FIFO_handler and its Simulink model can be seen below in Figure 4.5.

oon N toseon
G T D
o oyt e g v dota .

Fig. 4.5: XCVR_TX_FIFO_handler Simulink Model

This handler works by waiting in idle until the transmit FIFO is not empty. It then
signals to the LiteFast transmitter that user data is ready. After the LiteFast Transmitter
requests the user data, the handler waits 1 clock cycle before requesting the first 32-bit data
word from the transmit FIFO and then sets the user valid flag high 1 clock cycle later to

conform to the LiteFast transmitter timing diagram shown in Figure 4.2.



37

To maximize the efficiency and minimize the overall latency of the transceivers sending
LACE packets between FPGAs, multiple data words are sent to the LiteFast transmitter
at once. However, the LiteFast transmitter only accepts up to 128 bytes, or thirty-two
32-bit words. So, the XCVR_TX_FIF0O_handler was designed to send in one transaction the
minimum of two things: the current number of 32-bit words in the transmit FIFO when
the LiteFast transmitter requests user data (shown in Figure 4.5 by the input fifo_read_
count_tx) or the number 32 (shown in Figure 4.5 by the saturation block in the bottom left).
A Simulink simulation of this handler unloading a FIFO with multiple words in it when the
LiteFast transmitter requests user data and sending those words to the LiteFast transmitter
is shown below in Figure 4.6 using the Simulink Logic Analyzer. It is important to note
that the actual data being sent to the LiteFast transmitter are never input to the XCVR_TX_
FIFO_handler as the data goes directly from the transmit FIFO to the LiteFast transmitter,
but the timing between pop and valid signals must be synchronized appropriately. It can
be seen that the handler adjusts to send a variable number of words at a time depending

on how many are in the FIFO when user data is requested.

Fig. 4.6: XCVR_TX_FIFO_handler Simulation Results

The design for taking the LACE packet stream from the Packet Router and pushing

onto the transmit FIFO will be explained in Section 4.3.

4.2.2 LiteFast Receiver Domain
The LiteFast Receiver CDC logic is such that the signals from the LiteFast Receiver can

be connected directly to the write side of the receive domain CoreFIFO, configured to have
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separate read and write clock domains. As seen in the SmartDesign in Figure 4.4, the usr_
data_val_rx_o is connected to the Write Enable (WE) port of the FIFO and the usr_data_
rx_o is connected directly to the DATA port of the FIFO. Then, it is up to the controller’s
main logic connected to the packet router to unload this FIFO as fast as possible and buffer
the data elsewhere. This is because the LiteFat Receiver has no flow control input from the
receive FIFO and the receive FIFO is only a finite number of words deep (see Appendix
B.2 for full configuration). The design for unloading the receive FIFO and forwarding the

LACE packet data to the Packet Router will be explained in Section 4.3.

4.3 LiteFast Integration with Packet Router

As explained in 3.2, the Packet Router was designed to have generic LACE packet bus
outputs and inputs to and from each source. Because of this generic interface design, a
method is needed for converting these generic packet streams to the specific connections
needed to interface with the LiteFast transmit and receive FIFO logic explained in Sections
4.2.1 and 4.2.2.

The accomplish this interface to the transmit and receive FIFOs, the controller_
litefast_handler was designed. The controller_litefast_handler Simulink model

can be seen in Figure 4.7.
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4.3.1 Receive Path

To handle the receive FIFO logic (seen in green in Figure 4.7), the controller_
litefast_handler takes in the data output port (litefast_rx_data_in) and the empty
signal (litefast_rx_FIFO_empty) from the read side of the receive FIFO. It outputs a
litefast_rx_FIF0_pop signal to pop data off the receive FIFO as well as forms a LACE
packet bus from the validated LACE packet stream from the peripheral FPGA to forward
to the Packet Router. This is done immediately when the receive FIFO is not empty since
there is no flow control back to the LiteFast receiver. The Packet Router will buffer the
received packets until they have a chance to get forwarded to their destination(s). The
LACE packet stream validation is done using the LACE_packet_parser configured to leave
the LACE packet header on the data stream and only validate the stream and forward it.

See Section 3.3.2 for more details on the LACE packet parser.

4.3.2 Transmit Path

To handle the transmit FIFO logic (seen in blue in Figure 4.7), it takes in a LACE
packet bus and an almost full signal (1itefast_tx_FIFO_almost_full) from the LiteFast
transmit FIFO’s write side. It outputs 3 signals: the data out signal litefast_tx_FIF0_
usr_data_out, the valid flag litefast_tx_FIF0_usr_data_valid to push onto the trans-
mit FIFO, and a ready_for_data signal back to the Packet Router for flow control, derived

from the transmit FIFO’s litefast_tx_FIFO_almost_full signal.



CHAPTER 5

Ethernet

The Ethernet interface serves as the primary external data ingress and egress point of
the LACE network. It provides a standardized, high-speed communication channel between
the controller FPGA and external ground systems or spacecraft payloads. The controller
FPGA integrates a Microchip CoreTSE (Triple-Speed Ethernet) IP core configured for 1
Gbps full-duplex operation [8]. Physical connectivity is achieved through a Serial Gigabit
Media-Independent Interface (SGMII) to an external PHY device.

Ethernet provides interoperability with standard spacecraft test systems [6] and sup-
ports packetized data exchange compatible with the LACE routing framework. Incoming
Ethernet packets are parsed by the controller’s Ethernet Handler and converted into inter-
nal LACE packets for routing to peripheral FPGAs or for configuration. Outgoing data
from peripherals is re-encapsulated with Ethernet frames and transmitted externally.

This chapter details the implementation of the Ethernet interface using Libero Soc’s
SmartDesign tool and the design of the Ethernet Handler to interface with the Packet

Router within the controller FPGA.

5.1 Ethernet Integration in Libero SoC SmartDesign

The CoreTSE, MIV_RV32 RISC_V soft-core processor, PF_IOD_CDR clock and data
recovery module, and supporting IP and HDL blocks were instantiated and configured in
Libero SoC using the SmartDesign tool, using the PolarFire FPGA 1G Ethernet Loopback
Using IOD CDR as a reference guide [1]. The SmartDesign showing the connections between
all modules necessary to implement 1 Gbp Ethernet using PolarFire’s built-in PF_1I0D_CDR
and CoreTSE is shown in Figure 5.1. The following sections discusses further details and
design decisions for major pieces of the Ethernet functionality, however configuration details

for all TP blocks shown in Figure 5.1 can be seen in Appendix B.3.
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5.1.1 CoreTSE and Processor

The CoreTSE IP core from Microchip provides the MAC layer functionality for LACE
network’s Ethernet interface. In this implementation, the core is configured for 1 Gbps
full-duplex operation in Ten Bit Interface (TBI) mode. The MAC follows the IEEE 802.3x
standard while as configured in its full-duplex mode. The core connects to an external
PHY through an SGMII interface. The PHY performs the physical-layer serialization and
deserialization, while the CoreTSE IP handles Ethernet frame buffering, CRC generation
and checking, CDC logic, MAC address filtering, and statistic counters.

Within the Libero SoC SmartDesign, the CoreTSE block is connected to the MIV_RV32
soft-core processor via an Advanced Peripheral Bus (APB) interface, allowing the processor
firmware to control MAC configuration registers during initialization. The core also connects
to the PF_IOD_CDR block and encodes and decodes the recovered data and presents the
resulting Ethernet frames to the controller’s user logic. This interface to the controller’s
user logic and the Packet Router is discussed in detail in Section 5.2.

To configure the MAC Core Registers and perform PHY connection and autonegotia-
tion, a C code file for the instruction code to run on the MIV_RV32 soft-core processor was
edited from Microchip supplied demo resources [1]. This C code was compiled in SoftCon-
sole to an Intel HEX formatted file and programmed to the PolarFire’s secure Non-Volatile
Memory (sNVM) to be loaded into the MIV_RV32 soft-core processor’s instruction memory
on FPGA boot. To setup this configuration, the processor’s fabric Random-Access Memory
(RAM) was setup to be loaded from sNVM with the compiled Intel HEX file within Libero
SoC’s ” Configure Design Initialization Data and Memories” tool, as seen in Figure 5.2. This

C code (main.c) can be seen fully in Appendix D.2.
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Fig. 5.2: Processor Instruction Code Initialization in Libero SoC

The processor executes this compiled C code. This instruction code executes the fol-

lowing primary functions:

1. PHY Initialization and Link Negotiation: The MIV_RV32 communicates with the
external SGMII PHY via the Management Data Input/Output management interface

to configure auto-negotiation, speed, and duplex parameters.

2. CoreTSE Configuration: The processor initializes the CoreTSE MAC registers, in-
cluding MAC address assignment, frame length limits, and enabling CRC generation
and checking. Once the interface is configured, it enables the Transmit (TX) and

Receive (RX) paths for user logic.

3. Diagnostic and Control Support: The MIV_RV32 provides a register-based interface
for sending diagnostic information over a Joint Test Action Group (JTAG) interface.

However, this was not utilized in this research.
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5.1.2 Clock and Data Recovery

The PF_IOD_CDR (PolarFire Input/Output Clock and Data Recovery) module is a
key component that enables Gigabit Ethernet operation on the PolarFire FPGA without
requiring an external PHY-supplied reference clock. The PF_IOD_CD recovers the embed-
ded clock from the incoming serial data stream on the SGMII interface and regenerates a
clean, phase-aligned clock for use by the CoreTSE MAC receive side. The CoreTSE per-
forms the CDC to cross from this recovered receive domain to the supplied system clock
and associated user logic domain.

In the LACE network design, the PF PF_IOD_CD is configured for 1 Gbps serial oper-
ation in SGMII mode. It interfaces directly with the differential receive (RX) and transmit
(TX) pairs connected to the external PHY. The recovered receive clock drives the CoreTSE’s
RX domain, while a local transmit reference clock generated by a PF_IOD_CDR_CCC
(Clock Conditioning Circuit) drives the TX domain. This configuration ensures that both
directions remain frequency-locked while allowing independent phase alignment.

An additional advantage of using the SGMII standard is its ability to support either
a MAC-to-PHY or MAC-to-MAC connection topology. In traditional Ethernet systems,
the MAC interfaces with a discrete PHY for physical-layer signaling and media conversion.
However, in compact embedded or spacecraft systems, such as small satellite payloads,
where devices are located on the same board or within close proximity, the PHY can be by-
passed entirely. The SGMII interface allows two MACs to communicate directly over short
differential pairs without a PHY, maintaining full 1 Gbps data rates while reducing power
consumption, system complexity, and latency. This flexibility makes SGMII particularly
well suited for the LACE network architecture, where scalability and efficient inter-FPGA

communication are critical.

5.2 Ethernet Integration with Packet Router
The Ethernet interface connects to the Packet Router and the rest of the LACE net-
work through a dedicated Ethernet Handler, which acts as the translation layer between

IEEE 802.3 Ethernet frames and the internal LACE packet protocol. This handler enables
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Ethernet data streams to be integrated into the same routing framework used for UART
and high-speed transceiver communication, ensuring a consistent packet format across all
data paths.

The Ethernet Handler operates in two directions, receive and transmit, and performs
the necessary frame parsing, packetization, and flow-control management required to inter-
face the CoreTSE MAC with the LACE Packet Router. Figure 5.3 shows the controller_
ethernet_handler Simulink model. The receive (green) and transmit (blue) portions of

this handler are detailed in Sections 5.2.1 and 5.2.2, respectively.
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5.2.1 Receive Path

On the receive path, Ethernet frames are transferred from CoreTSE’s RX side and into
the Ethernet Handler via the input/output ports labeled with MRX_. An example receive
timing diagram can be seen in Figure 5.4. As the frame is being received, the source MAC
address is saved and used to lookup the corresponding RID, done within custom lookup
logic in the src_MAC_to_RID block. This could be replaced in the future with something
more scalable like a Content-Addressable Memory (CAM) block that uses the source MAC
address to lookup the saved, appropriate RID to assign to the incoming Ethernet frame.
Using the length/type field of the Ethernet frame to also contribute to the RID lookup
was considered and would be a simple addition if useful for a satellite mission’s network

requirements, for example.

rernipiginipipigininipigigininh
MRXRDY / \
MRXACPT / o
MRXSOF [\
MRXEOF =\ [
MRXDAT([31:0] 7/X DO X D1 ) D2)XD3YD4)D5Y)D6) D7 X D8 XFCSX”/
MRXBY TEVALID[1:0] 7 XVLDY

Fig. 5.4: Ethernet Receive Example Transaction Timing Diagram

To further explain the generic receive timing diagram shown in Figure 5.4, the CoreTSE
asserts the MRXRDY, MRXSOF, and MRXDAT[31:0], signaling the start of a frame. The core
waits until the Ethernet Handler asserts the MRXACPT. The following MRXDAT[31:0] are
valid on each subsequent clock cycle until the MRXEOF (end of frame) signal is asserted.
MRXBYTEVALID[1:0] indicates the number of bytes that are valid in the last 32-bit word.
MRXBYTEVALID[1:0] equal to O indicates all bytes in the word are valid, and this is the
only case used in this LACE network research as all packets are 32-bit word (four byte)
aligned. For completeness, MRXBYTEVALID[1:0] equal to 1 indicates the bits MRXDAT [23:0]

are valid, MRXBYTEVALID[1:0] equal to 2 indicates the bits MRXDAT[15:0] are valid, and
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MRXBYTEVALID[1:0] equal to 3 indicates the bits MRXDAT[7:0] are valid.

After the header, as the rest of the Ethernet frame is being received, the Ethernet
Handler parses only the user data part of the frame and forwards those 32-bit words to
a LACE Packetizer (see Section 3.3.1 for details on the LACE Packetizer). The resulting
LACE packet bus is then output to be connected to the Packet Router to be routed to the
appropriate destination(s) according to the RID mapped from the source MAC address. It
is important to note that this user data within the Ethernet frame can be directly streamed
to the LACE Packetizer before validating the Frame Check Sequence (FCS) at the end
of the frame as the CoreTSE MAC validates the FCS before forwarding to the Ethernet
Handler.

5.2.2 Transmit Path

On the transmit path, the incoming LACE packet stream from the Packet Router
is parsed via a LACE Packet Parser, configured to remove the LACE packet header (see
Section 3.3.2 for details on the LACE Packet Parser). The LACE Packet Parser produces
the parsed RID, which is used via a custom lookup block (RID_to_MAC_lookup)) to lookup
the destination MAC address. As mentioned in Section 5.2.1, this could be replaced with
something like a CAM or a simple directly addressed RAM block.

This corresponding destination MAC address, along with the source MAC address of
the LACE network hardware and a length /type field of 0, is formed into an Ethernet frame.
This frame is output to the CoreTSE MAC over the ports labeled with MTX_. It is important
to note that the FCS is left off the end of the Ethernet frame that is to be transmitted.
This is because the the CoreTSE is configured to append a valid FCS. A generic transmit

timing diagram can be seen in Figure 5.5.



MTXRDY / \
MTXACPT
MTXSOF [\
MTXEOF [\
MTXDAT([31:0] 7/ DO \ D1 X D2 X D3 X D4 X D5 X D6 X D7 X D8 X/
MTXBYTEVALID[1:0] 7 XVLDY

Fig. 5.5: Ethernet Transmit Example Transaction Timing Diagram

To further explain the generic receive timing diagram shown in Figure 5.5, the Ethernet
Handler asserts the MTXRDY, MTXSOF, and MRXDAT [31:0] signaling the start of a frame. The
handler waits until the CoreTSE asserts the MTXACPT, unless already asserted high. The
following MTXDAT[31:0] are valid on each subsequent clock cycle until the MTXEOF (end of
frame) signal is asserted. MTXBYTEVALID[1:0] indicates the number of bytes that are valid in
the last 32-bit word. MTXBYTEVALID[1:0] equal to O indicates all bytes in the word are valid,
and this is the only case used in this LACE network research as all packets are 32-bit word
(four byte) aligned. For completeness, MTXBYTEVALID[1:0] equal to 1 indicates the bits
MRXDAT[23:0] are valid, MTXBYTEVALID[1:0] equal to 2 indicates the bits MTXDAT [15:0]

are valid, and MTXBYTEVALID[1:0] equal to 3 indicates the bits MTXDAT[7:0] are valid.



CHAPTER 6
UART and Space Packets

The Universal Asynchronous Receiver/Transmitter (UART) interface provides a low-
speed communication channel between the LACE controller FPGA and an external space-
craft computer. While the Ethernet subsystem supports high-throughput data exchange,
the UART interface focuses on simple, low-bandwidth communication intended for system
configuration, monitoring, and control.

In spacecraft applications, UART remains a widely used protocol due to its simplicity,
minimal resource footprint, and compatibility with many devices. This interface allows
bidirectional command and telemetry exchange using packetized data conforming to the
Consultative Committee for Space Data Systems (CCSDS) Space Packet Protocol [2], im-
proving interoperability with existing spacecraft communication frameworks.

The UART interface is integrated into the same LACE Packet Router infrastructure as
the Ethernet and high-speed transceiver subsystems. Commands received from the space-
craft computer are packetized and routed internally to the appropriate peripheral FPGA(s)
or controller FPGA internal command and configuration logic, while telemetry data and
responses are transmitted back over the UART link. This consistent packetized communi-
cation model simplifies routing logic, provides a uniform data structure across all interfaces,
and supports scalability for future multi-channel configurations. This modular LACE net-
work architecture also allows for the UART interface to be optionally completely removed,

depending on spacecraft or mission constraints.

6.1 UART Integration in Libero SoC SmartDesign
Minimal effort within Libero SoC was needed to support UART functionality. This is
because custom UART receive and transmit blocks designed in Simulink were used, modified

from the Space Weather Probes 2 Simulink firmware by Wallace [7]. Both UART blocks
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operate with a baud rate derived from the system clock through a programmable clock
divider in the Simulink subsystem reference mask, allowing flexible reconfiguration of link
speed if required. See Section 6.2 for more details on these custom UART blocks and their
integration within the rest of the controller FPGA’s firmware architecture.

Because the UART blocks were contained within the controller FPGA’s Simulink
firmware design, the only work required in Libero Soc is to connect the UART RX and
TX lines to the top-level I/O of the FPGA. The chosen method for this is to simply have
the two ports forwarded from the Simulink-generated HDL model to top-level ports in
Libero SoC and assign the I/O constraints to General Purpose Input Output (GPIO) pins.
See Appendix A.1 for the top level SmartDesign showing these ports forwarded to the top
level. These pins were then connected to the corresponding RX and TX lines of a Raspberry
Pi as a spacecraft emulator.

The other option considered for UART was to implement Low-Voltage Differential
Signaling (LVDS) UART. LVDS is a popular data transmission standard that is more robust
to noise and reduce radiated Electromagnetic Interference (EMI) due to the integration
of differential signaling [29]. This option was not chose simply due to the single-ended
receive hardware available on a Raspberry Pi. However, the researcher has tested the
conversion from single-ended UART to LVDS by configuring the PolarFire FPGA’s I/O to

have differential input and output as seen below in Figures 6.1 and 6.2.

PF_I0_C1_0

UART_RX_P [ >———-PADIP
UART_RX_N [>———PADIN

PF 10 _C1

Fig. 6.1: Differential Receive PolarFire 10
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PF_10_C0_0

TX_CLK PADOP > UART_TX_P
D PADON > PADON

PF_IO_CO

Fig. 6.2: Differential Transmit PolarFire 10

6.2 UART and Space Packets Integration with Packet Router

The UART and Space Packet interface connects to the LACE through a dedicated
UART Handler, which acts as the translation layer between CCSDS Space Packets trans-
mitted over UART at 115,200 baud, no parity bits, 1 stop bit. The UART Handler op-
erates in two directions, receive and transmit, and performs the necessary packet parsing
and packetizing required to interface with the LACE Packet Router. Figure 6.3 shows
the controller_UART_handler Simulink model. The receive (green) and transmit (blue)

portions of this handler are detailed in Sections 6.2.1 and 6.2.2, respectively.
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6.2.1 Receive Path

On the receive path, CCSDS Space Packets are received via the serial receive line (RX).
The UART_Read block extract bytes from the serial RX line assuming a 115,200 baud rate, no
parity bits, and 1 stop bit. The resulting bytes are passed to a CCSDS_Telecommand_Parser,
which parses CCSDS Space Packets and extracts the data from valid packets. This CCSDS_
Telecommand_Parser was modified from the Space Weather Probes 2 Simulink firmware
by Wallace [7]. Because CCSDS Space Packets are octet (byte) based, a byte to 32-bit
word conversion is needed, also restricting the CCSDS Space Packet to have 4-byte (32-bit)
aligned words to interface with the LACE network system. Figure 3.1 shows the overall
CCSDS Space Packet structure and Figure 3.2 shows the details of the CCSDS Space Packet
primary header. The CCSDS_Telecommand_Parser was built from these specifications.

The CCSDS_Telecommand_Parser also provides the APID of the received Space Packet.
Because the RIDs were designed from the Space Packet Protocol as an 11-bit identifier, a
one-to-one mapping may be used to convert APIDs to RIDs. The received packet data and
the corresponding RID are passed to a LACE packetizer, which assembles a valid LACE
packet and outputs a LACE packet bus to go to the Packet Router. See Section 3.3.1 for

more details on the LACE packetizer.

6.2.2 Transmit Path

On the transmit path, the incoming LACE packet stream from the Packet Router
is parsed via a LACE Packet Parser, configured to remove the LACE packet header (see
Section 3.3.2 for details on the LACE Packet Parser). The LACE Packet Parser produces
the parsed RID, which is used directly as the APID input for the CCSDS Packetizer, which
was modified from the Space Weather Probes 2 Simulink firmware by Wallace [7] to work
within the LACE network firmware.

The parsed data from the LACE Packet Parser is output in 32-bit words. However,
CCSDS Space Packets are octet (byte) based and the CCSDS Packetizer expects 8-bit
data words. So, a 32-bit word to 8-bit word buffer and converter was created. After this

conversion, the resulting 8-bit data words are input into the CCSDS Packetizer.
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The resulting packets are buffered by a different packet router, also modified from
Wallace [7], and output via UART using the UART _Write. These packets follow the CCSDS
Space Packet structure and the CCSDS Space Packet primary header structure, as shown
in Figures 3.1 and 3.2, respectively. Additionally, the parsed system clock and RTC data
points from the incoming LACE packet are appended to the CCSDS Space Packet after
the CCSDS primary header, similar to the Space Weather Probes 2 telemetry design by
Wallace [7].



CHAPTER 7

Command and Control

The Command and Control subsystem enables dynamic configuration of the LACE
network at runtime through command packets received, typically over UART or Ethernet,
as well as the creation of controller FPGA specific telemetry output. This system allows an
external host or spacecraft computer to issue routing updates, control peripheral behavior,
or request telemetry without requiring FPGA reprogramming. This command packet flow

can be seen in Figure 7.1.

Spacecraft

A

Y
Controller UART Handler
(LVDS)
T e N

To Peripheral(s)

LiteFast
Handlers

\4

)
> Eth t Packet /Command and Control\
erne acke
Handler
Router Handler Router
< »a
—

Housekeeping/Status
Telemetry Creation

A
A

Packet Router
Configuration

Registers
- T J K\ /
Packet Router Configuration Data

Fig. 7.1: Command and Control Data Flow
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The command handling framework is implemented within the Command and Control
Handler, a Simulink-generated subsystem that interfaces directly with the LACE Packet
Router. This handler interprets incoming command packets, decodes their headers, and
triggers corresponding configuration actions within the controller FPGA. Outgoing teleme-
try or confirmation responses are similarly packetized and routed through the same infras-

tructure for transmission to the external interface.

7.1 Command and Control Integration with Packet Router

The Command and Control Handler was designed following the same paradigm as the
other handlers, with a LACE packet bus output and input to and from the Packet Router
as its main interfacing method. Figure 7.2 shows the command_control_handler Simulink
model. The receive (green) and transmit (blue) portions of this handler are detailed in

Sections 7.1.1 and 7.1.2, respectively.
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7.1.1 Receive Path

The Command and Control Handler takes in LACE packets from the Packet Router
and parses out the data and the RID. That parsed packet bus is output and can be used as
the input to any number of configurators that are waiting for a specific type of command
or control packet. These configurators can then use the received packet data however is
required to accomplish that specified command’s purpose.

The only implemented command packet that the LACE network system is expecting
is a route configuration packet. This packet, whose LACE packet structure can be seen in
Figure 7.3, allows the Packet Router’s internal routing table to be updated, thus allowing
on-the-fly reconfiguring of which types of packets go to which destinations according to
their RID. This routing table is output from the Command and Control Handler back
to the Packet Router. The receive path currently has no buffers that could overfill, so the
Command and Control Handler is always reporting that it is ready for data from the Packet

Router.

Sync Word (32 bit)

Packet Structure Header
(Packet Data Length is number
of 32-bit words in rest of
packet)

Packet Timing Header
Information

Packet data must be 32 bits
(padded)

32-Bit Checksum (XOR every
word in packet)

Fig. 7.3: Routing Table Update Command Structure

7.1.2 Transmit Path

As seen in Figure 7.2, there are no packets being transmitted from the Command and
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Control Handler, though the architecture is in place to do so. This architecture was built
in anticipation of being programmed to a custom LACE FPGA hardware stackup that will
have hardware that the current development hardware doesn’t have. This would include
housekeeping Analog-to-Digital Converters (ADCs) that sample the power circuitry’s volt-
ages and currents. Then, this Command and Control Handler can be modified to produce
a housekeeping/status LACE packet periodically to be routed to any destination on the

LACE network, likely the spacecraft computer.



CHAPTER 8

Peripheral Application Interface

The Peripheral Application Interface enables the interfacing of any FPGA application
that is to be programmed onto a peripheral FPGA to connect to the LACE network. This
connection is done via the built-in high-speed transceivers on PolarFire FPGAs, with an
additional layer using a Microchip-provided IP block called LiteFast. The implementation
of the transceivers and LiteFast IP blocks in Libero SoC is the same on the peripheral FPGA
as the controller FPGA, including the separate cross-domain FIFOs for the receiving and
transmitting clock domains. See Chapter 4 for more details on this implementation and see
Appendix B.2 for exact IP block connections and configurations.

After the configuration in Libero SoC, a peripheral_application_interface Simulink
model was designed to handle the connection to the transceivers’ receive and transmit FI-
FOs, parse the incoming LACE packet stream from the controller FPGA, and to provide a
simple interface to the application to be able to transmit labeled packet data to be routed
through the LACE network. Figure 8.1 shows the Simulink model for the Peripheral Appli-
cation Interface. The controller to application (green) and application to controller (blue)

portions of this interface are detailed in Sections 8.1 and 8.2, respectively.



Peripheral Application Interface
This block provides necessary interfaces to the peripheral application,
simplifying the application's data sending/receiving process

Outputs:

- RID (uint16): Current data's RID

- system_clock (uint32): system clock from packet header in ms
- RTC (uint32): RTC from packet header in sec

- data_out (uint32): data out to the peripheral application

- data_out_valid (boolean): data out valid when this is high

Inputs:

- litefast_data_in (uint32): data from the LiteFast recieve fifo

- litefast_data_FIFO_empty (boolean): signal that is true when fifo from
litefast receiver is empty

- application_RID (uint16): RID of data to be sent (must be correct at
time of application_data_in_done high)

- application_data_in (uint32): data from the application

- application_data_in_valid (boolean): signal that is true if the data in
from application is valid

- application_data_in_done (boolean): signal that is high at the same
time the last application_data_in_valid is high
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- data_out_index (uint16): index of the data stream word ly current on data_out

- litefast_tx_FIFO_usr_data_out (uint32): data out to the litefast transmitter FIFO

- lifefast_tx_FIFO_usr_data_valid (boolean): data write to litefast tx FIFO
-ready_for_data (boolean): ready to accept new application data to sent to controller
- litefast_receive_fifo_pop (boolean): signal to pop the receive litefast fifo

to_application_from_XCVR

n_valid
boolean S boolean
data_dane

unnsEI

data_length,

pai_ltefast LACE_parser

wnt1g
nacke! sa RID 1
LACE_packet_parser 4.”;«1:-
RID
uintaz
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Fig. 8.1: Peripheral Application Interface Simulink Diagram

8.1 Receive Path: From Controller to Application

The Peripheral Application Interface is designed to connect directly to the LiteFast

receive FIFO. The interface is designed to immediately pop data off of the FIFO when

there is any data present since the LiteFast receiver has no backwards flow

control to slow

down its production of data. As the data streams in from the LiteFast receive FIFO, it is

piped into a LACE Packet Parser See Section 3.3.2 for more details on the LACE Packet

Parser. This parser validates the incoming LACE packets, throwing them away if received
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with any errors, and also parses out the LACE packet header information into output ports
for the application to consume. These header information ports, which can be seen as the
output ports of the green section of the Simulink model in Figure 8.1, are RID, system_
clock, and RTC. Simultaneously, the parsed packet data is presented to the application for
consumption. An example timing diagram showing a generic transaction of the presentation

of data to the application is shown in Figure 8.2.

data_out[31:0] 7/ DO X D1 X D3 X D4/CXDL—1W
data_out_valid / // \
data_out_index X 0 Y1 X 3 4D L1 Y7
data_out_done // / \

RID i packet routing ID (RID) V%
system_clock i packet system_clock V%
real_time_clock A packet RTC V%

Fig. 8.2: Peripheral Application Interface Timing Diagram (to Application)

It is important to note that this receive path from controller to application does not
wait for the application to signal its ready status before presenting data to the application.
This was intentional as it allows the receive buffer to be minimized to free up specific FPGA
resources for the application that is to to be ran on this device, namely the Large Static
Random-Access Memory (LSRAM) blocks. If buffering is required upon receiving, this is
to be handled by the application. The Peripheral Application Interface’s buffer sizes were
chosen to allow up to a 9,216-byte packet size or a 2,304 32-bit word packet size, as this is

a commonly accepted maximum size for a jumbo Ethernet frame.

8.2 Transmit Path: From Application to Controller
When the application has data to be sent across the LACE network, whether it be out

of the network via Ethernet/UART, or to another peripheral FPGA, it will do so via the
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input interface shown in blue Figure 8.1. This interface takes in data as well as an RID
from the application, wraps it in a valid LACE packet with current system clock and RTC
values, and pushes the resulting LACE packet data stream onto the LiteFast transmit FIFO
to be sent to the controller FPGA for routing. This interface can be seen as the input ports
of the blue section of the Simulink model in Figure 8.1, as well as the ready_for_data
port. This ready_for_data flag signals to the application when the Peripheral Application
Interface is ready for more data, derived from the almost full signal from the LiteFast
transmit FIFO. This pushes the requirement of buffering data to the application, but as
discussed in Section 8.1, this allows for fewer FPGA resources to be used for the Peripheral
Application Interface, freeing them up for the application to utilize. An example timing
diagram showing a generic transaction of the presentation of data from the application to

be sent to the controller FPGA for routing is shown in Figure 8.3.

Anlpipinlininlydniininh
ready for_data _/ \
application_data_in[31:0] 7/X D0 X D1 )X D3 X D4/£XDL—1X7/
application_data_in_valid / Ji \
application_data_in_done // / \

application_RID % routing_ID (RID)/ W

Fig. 8.3: Peripheral Application Interface Timing Diagram (from Application)



CHAPTER 9

Results

This chapter discusses the results of the LACE network architecture and firmware and

how each research objective was accomplished.

9.1 Hardware Testbench Setup and Results

The LACE network firmware system was validated on a hardware testbench consisting
of one controller FPGA board and one peripheral FPGA board, both implemented on Mi-
crochip PolarFire MPF300T development kits. The two boards were connected through a
transceiver lane operating at 10 Gbps. A UART interface connected to a Raspberry Pi pro-
vided a low-rate command and telemetry connection, while a Gigabit Ethernet connection
to a nearby desktop computer served as the primary high-throughput data path. Figure

9.1 shows this hardware connection on the testbench.
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Fig. 9.1: LACE Network Hardware Bench Setup

The Raspberry Pi was running custom Python code emulating a spacecraft computer
to parse and send CCSDS Space Packets. The desktop computer was running Cat Karat
Packet Builder to produce Ethernet packets as desired and Wireshark to view the Ethernet
data through the network interface on the desktop computer.

To validate the full system, the controller FPGA was programmed with the LACE
network controller firmware including a UART, Ethernet, one peripheral, and a command
and control interface connected to a central Packet Router, as seen in Figure 2.1. The
peripheral FPGA was programmed with a Peripheral Application Interface connected to

the transceiver lanes from the controller and responds with an echo of data with a different
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length packet and a new RID to route back out Ethernet and UART. A sequence of Ethernet
packets was sent to stimulate this system. Figure 9.2 shows the Wireshark capture of this

sequence.

No. Time Source Destination Protoc Lengtl Info
1 0.000008 @2:73: 00:00:00 00:0.. OX0.. 3@ Ethernet II
2 0.000010 @2:73: (% 5 Q... OX0... 30 Ethernet II
3 0.000060 60:60: 00:00:00 00:0.. BXO.. 6@ Ethernet II
41.823180 @2:73: 00:00:00 00:0.. OX0.. 3@ Ethernet II
51.823198 @2:73: 00:00: 00:0.. Ox0.. 30 Ethernet II
6 1.823240 60:60:60: P0:00:00 00:0.. OX0... 6@ Ethernet II
7 9.632883 Broadcast 5 @ 00:0.. Eth.. 30 Ethernet II
632893 Broadcast 00:00:00 00:0.. Eth.. 30 Ethernet II
.572015 90.0.0.0 255.255.255.2... DHCP 342 DHCP Discover - 1
.851891 fe80::ffba:81b8:97c3.. ; DHC... 1208 Information-reque
.319529 @2:73:c1:73:85:17 P8 e P 00:0.. 9x0.. 30 Ethernet II
.319539 @2:73:c1:73:85:17 20:00:00 10... Ox0... 30 Ethernet II
.0526852 9.0.0.0 255.255.255.2... DHCP 342 DHCP Discover - 1

W

W oW oA

L B T |

(]

.592027 Broadcast 90:00:00 00:0.. Eth.. 3@ Ethernet II

.5920838 Broadcast 90:00:00 00:0.. Eth.. 30 Ethernet II

. 276457 169.254.223. 224.0.0.251 425 Standard query re
20.871758 ©2:73:¢c1:73:05: 00:00:00 00:0.. OX0.. 3@ Ethernet II

2 00:0.. OX0.. 30 Ethernet II
6@ Ethernet II
30 Ethernet II

P.871767 @2:73:cl:

P.871812 60:60:60:

2.287989 @2:73:cl:
.287999 @2:73:cl: 10 : 0.. 30 Ethernet II
.288058 60:60:60: 00:00: 10... Ox0... 6@ Ethernet II
4441966 2.0.0.8 255.255.255.2.. 342 DHCP Discover - 1

o= =] =]
W oW e W

(]

00 00 00 PO BY @B ff ff ff ff ff ff aa aa f2 oo
00 02 PP PO PO 0V 22 P00 0D PV GV 90 PO 0V

Fig. 9.2: Wireshark Results Showing Peripheral Echo and Configuration

First, to explain the sequence shown in Figure 9.2 further, two "normal data” packets
were sent, tagged with a MAC address that will map to an RID (0x£2) that tells the packet
router to send this data to the peripheral FPGA, seen boxed in red. Wireshark captures
duplicates of sent packets from the host desktop computer, hence the block of two identical
packets in each red box. After each "normal data” packet, the peripheral’s response data
routed back through the controller can be seen, boxed in blue. Next, a configuration packet

was sent, tagged with the source MAC address of Oxffffffffffff and boxed in green,
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which tells the controller’s packet router to send this to the command and control interface.
This configures the routing table index 0xf2 to no longer route anywhere. To test this
configuration, another "normal data” packet is sent, and no response is seen as the data
didn’t get forwarded to the peripheral FPGA. Next, another configuration packet was sent,
which reconfigures the "normal data” packet to get forwarded to the peripheral FPGA
again, seen again in green. Lastly, two more "normal data” packets were sent, seen in red.
The corresponding responses from the peripheral FPGA are shown in blue. It is important
to note that the packets that are shown with a light blue background are not a part of
the LACE network system, and is higher level communication being attempted by the host

desktop’s network interface.

9.2 Resource Utilization

This section addresses the research objective to ”develop firmware for peripheral FP-
GAs that receives sensor data from the controller’s Ethernet port, using fewer FPGA re-
sources than direct Ethernet implementation on the peripheral FPGA” and discusses the
resource utilization of both FPGAs and their subsystems. To perform the analysis of re-
source utilization on the development FPGAs, the Libero SoC’s top_compile_netlist_
hier_resources.csv and top_compile_netlist_resources.xml reports were examined
after synthesis. The resource utilization was performed with buffers across the system
to handle data frame sizes up to 9,216 bytes (2,304 32-bit words) as this is a commonly

accepted maximum size for a jumbo Ethernet frame.

9.2.1 Controller FPGA

For the controller FPGA, Table 9.1 shows the total resource utilization of each relevant
type of FPGA resource. The resource totals are derived from the Libero SoC reported
resources of a PolarFire MPF300T. To define the resource type acronyms, 4LUT means 4-
input Look-up Table, DFF means D Flip Flop, uSRAM means Micro Static Random-Access

Memory, and LSRAM means Large Static Random-Access Memory.
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Table 9.1: Controller FPGA Resource Utilization.

Resource Type Used | Total Available | Percent Utilized
4L.UT 45,801 299,544 15.29%
DFF 29,162 299,544 9.74%
wSRAM 65 2,772 2.34%
LSRAM 217 952 22.79%
Math 0 924 0%
Transceiver Lanes 1 16 6.25%

9.2.2 Peripheral FPGA
For the peripheral FPGA, Table 9.2 shows the total resource utilization of each relevant
type of FPGA resource. The resource totals are derived from the Libero SoC reported

resources of a PolarFire MPF300T.

Table 9.2: Peripheral FPGA Resource Utilization.

Resource Type Used | Total Available | Percent Utilized
4LUT 3,778 299,544 1.26%
DFF 2,795 299,544 0.93%
wSRAM 17 2,772 0.61%
LSRAM 22 952 2.31%
Math 0 924 0%
Transceiver Lanes 1 16 6.25%
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To compare whether the LACE network system as designed used fewer resources, Ta-
ble 9.3 shows an estimate for resource utilization for Ethernet alone as implemented on
the controller FPGA. This is pulled from the Libero SoC top_compile_netlist_hier_

resources.csv for the controller FPGA’s ethernet_top design.

Table 9.3: Ethernet FPGA Resource Utilization Estimate.

Resource Type | Used | Total Available | Percent Utilized
4LUT 17,027 299,544 5.68%
DFF 6,945 299,544 2.32%

wSRAM 11 2,772 0.40%
LSRAM 30 952 3.15%
Math 0 924 0%

Table 9.4 shows an estimated resource utilization comparison if Ethernet was instan-
tiated on the peripheral FPGAs themselves using the data from Table 9.3. The results
shown indicate that the research objective was met to reduce the resource utilization on the

peripheral FPGAs.
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Table 9.4: Peripheral FPGA Resource Utilization Comparison.

Resource| Used (Transceivers) Used (with Ethernet) | Difference | Approx.
Type Percent
Saved

4LUT 3,778/299,544 = 1.26% | 18,439/299,544 = 6.16% 14,661 4.90%

DFF 2,795/299,544 = 0.93% | 7,741/299,544 = 2.58% 4,946 1.65%

#SRAM 17/2772 = 0.61% 20/2772 = 0.72% 3 0.11%
LSRAM 22/952 = 2.31% 52/952 = 5.46% 30 3.15%
Math 0 0 0 0%

9.3 Timestamping

This section addresses the research objective to "timestamp all sensor and telemetry
data with 1 millisecond precision”. As seen in Figure 3.3, data is tagged with timestamp
information that includes the FPGA system clock in milliseconds and the FPGA real-time
clock (RTC) in minutes. This information is tagged on incoming data when received on
the controller FPGA and is tagged on the outgoing data when received on the peripheral
FPGA(s). This allows the applications on the peripheral FPGAs the use the timing in-
formation presented as needed for their algorithms. The real-time clock is currently being
emulated by a counter internal to the FPGA, but the LACE-C3A hardware is planned to
have an on-board RTC counter chip to maintain a monotonically increasing minute counter

that would replace the current RTC data.

9.4 Interfaces
This section addresses the research objective to ”establish a command and telemetry
interface to an external spacecraft computer via UART”. A CCSDS Space Packet-based

UART Handler was developed to integrate with the Packet Router as described further
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in Chapter 6. Additionally, a Command and Control Handler was developed to receive
command data and reconfigure the controller FPGA at runtime accordingly and to provide
a structure to provide controller FPGA telemetry. This handler and its integration with
the system is further described in Chapter 7. With the CCSDS Space Packet-based UART
interface and the Command and Control Handler both interfaced to the controller FPGA’s
Packet Router, this provides a functional command and telemetry interface to an external
spacecraft computer via UART. The system was augmented to allow command and control
communication to be performed over the Ethernet port in the same fashion as over UART,

allowing the UART port to be omitted if required by spacecraft constraints.



CHAPTER 10

Conclusion

The LACE network firmware architecture was successfully created using HDL code gen-
erated via Simulink and HDL Coder, custom HDL, and other IP blocks, connected together
using Microchip’s Libero SoC SmartDesigns. Firmware was created for the controller FPGA
to handle incoming and outgoing data via Gigabit Ethernet and UART ports, command
and control configuration, and data routing to one or more peripheral FPGAs connected
via PolarFire FPGASs’ transceiver lanes. Firmware was created for the peripheral FPGAs to
connect to the controller FPGA via the transceiver lanes and provide a simplified interface
to a user application to run on the peripheral FPGA for less FPGA resources than a full
Ethernet implementation. All data within the system was timestamped with millisecond
precision.

This architecture was successfully demonstrated on a hardware testbench using Po-
larFire MPF300T development kits programmed using Libero SoC. The demonstration
included one controller FPGA, one peripheral FPGA, a host desktop computer producing
and consuming Ethernet frames acting as a sensor data source, and a Raspberry Pi acting

as a spacecraft computer connected via UART.

10.1 Future Work

Future work for this thesis would include adding the ability for the controller board
to reprogram the peripheral FPGAs, adding memory drivers to the peripheral application
interface, and improving timestamping to handle Global Positioning System (GPS) and
Pulse-Per-Second (PPS) timing from a spacecraft computer.

As this system is intended to improve the accessibility and flexibility of FPGA edge
computing, being able to reprogram the peripheral FPGAs by sending new FPGA bit-

stream to the controller FPGA would support this goal. Algorithm designers could make
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iterative changes to their processes while the spacecraft flies and reduce the time to test
new algorithms.

Many machine learning algorithms require large amount of memory, often more than
is available with the FPGA internal block RAMs. Because of this, FPGAs used as the
peripherals will typically be paired with some large memory such as Low-Power Double Data
Rate (LPDDR) RAM. To further streamline the algorithm design process, an interface could
be created to handle the communication with the LPDDR RAM and provide a simplified
interface to the user application.

The current architecture timestamps all internal data when it is received (controller) or
presented from the application (peripheral). However, the timestamping is currently based
on internal counters that reset on FPGA power down. Additionally, these internal counters
can drift relative to absolute GPS time. To resolve this, GPS data packet receiving, paired
with a PPS signal, could be developed. This would allow for absolute time stamping of the
data received and transmitted by the LACE network, thus synchronizing the entire LACE

network system with spacecraft and ground systems.
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APPENDIX A

Libero SoC SmartDesigns
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A.3 Transceiver SmartDesign
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APPENDIX B
Libero SoC IP Configuration

B.1 top SmartDesign IP Configuration

Clock Conditioning Circuitry (CCC)
Actsacore

PF_CCC_0

Fig. B.2: PF_CCC_0_0 Output Clocks Configuration
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7 Configurator - o0 x

PolarFire Initialization Monitor Configurator
ActekSqCore:PF_INIT_HONITOR2.0.307

@curkcrontac | oyrichecaatin | @ simisson optens | ]

IS PF_INIT_MONITOR_0

Ensble BankD calbration status pin (BANK_0_CALIB_STATUS) [~

Enable Banks caibration status pin (BANK _1_CALIE_STATUS)

FABRIC_POR_Nf—
PCIE_INIT_DONE|—
USRAM_INIT_DONE|—
SRAM_INIT_DONE|—
DEVICE_INIT_DONEf—
BANK_6_VDDI_STATUS|—
XCVR_INIT_DONE—
USRAM_INIT_FROM_SNVM_DONEf—
USRAM_INIT_FROM_UPROM_DONEf—
USRAM_INIT_FROM_SPI_DONE|—

Ensble Bank? calbration status pn (BANK_2_CALIS_STATUS) [~
Ensble Banks calbration status pin (BANK_4_CALIE_STATUS)
Enable Barks calbration status pin (BANK_S_CALIS_STATUS) [~
Ensble Banks calbration status pn (BANK_6_CALTB_STATUS) [~
Ensble Bank? caibration status pin (BANK_7_CALIE_STATUS)
E VDDI Honitor
Ensble BankD VDOI status pin (BANK_0_VDDL_STATUS) ™
Ensble Bark1 VDO! status pin (BANK_1LVDDL_STATUS) I~

Ensble Bark2 VDOI sttus pn (BANK_2_VDDL_STATUS)

el Bk 001 s n G 4 001 STATUS) ™ SRAM_INIT_FROM_SNVM_DONE|

ik 01 st (A5 001 STATS) I~ SRAM_INIT_FROM_UPROM_DONE|

Enable BankS VDO status pn (BANK_6_VDDI_STATUS) ¥ SRAM_INIT_FROM_SPI_DONE}|—

ik 101 st i A 001 STATS) ™ B ~ AUTOCALIB_DONE|-
B G ®

ot e ot T~ ©) PF_INIT_MONITOR

- Lo ] com |,

Fig. B.3: pf_init_monitor_0_0 Configuration

B.2 XCVR_top SmartDesign IP Configuration

['B configuring C2.COREFIFO_C2.0 (COREFFO 3.1.101) - o x
| confiuration
| Frooperaton
; ContolerType : WihusRaM Cods: Dualdock v
| MemoryPelne: | NonPpeined Syrchvonier Sages : 2 >
ECC: Disbed
ResetType : | Asmchvonous Reset Optmized for: HghSpeed
s} Orwer "
Cloc, Enable andReset
ReadEnable: Actwerigh v ViiteEnable:  Actverigh
Readport
wdh: 2 Deth: 64
writePort
wdh: %2 Depth: 64
Data Handshake
(OReadData vald (O wite Admowedgement
Fags
Olamostevery AmostEMPTY Thveshod: 4
BamostruL Alnost UL Thveshold: 20
Olunderfon Coverfow
OwiteCount @Read Count
Testbench:  User v
Ueense: RTL
Gheck Coniguaton oK Concel

Fig. B.4: COREFIFO_C2_0 Configuration
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{ W7 Configurator = O x|

LiteFast Configurator

MicrosemiSolutioncore:LiteFast:1.0.5

Configuration }

g_DATA_WID: |32
g_LANE_NUM: |1
LiteFast_Mode: |Transmitter Only hd

License Obfuscated

Help = | oK Cancel |

Fig. B.5: LiteFast_C1_0 Configuration

L Configuring C1_COREFIFO_C1_0 (COREFIFO 3.1.101) - o X
Configuration
FIFO Operation

Controler Type | WithusRAM v Cods: DuCok v

Memory Pelie : | NonPpsined Synchvonizer Stages : 2

Ecc: o
ResetType: | AsynchvonousReset Optimzed for: HghSpeed
(OPrefetch (single Clock Cyde Read) (OFWFT (Frst-word Fal-Through)

Clock, Enable and Reset

ResdEnable: Actvergh v Virite Enable :  Actve High

Read Port

width: 32 Depth: 32
Virite Port

width: 32 Depth: 32
Data Handshake:
(ORead Data Valid (O write Admowledgement.
Flags
(O Almost EMPTY Almost EMPTY Threshold : 4
(O Almost FULL. Almost FULL Threshold : - 200
Ounderfion O overfiow
(O write Count. (ORead Count

Testench:  User v

Liense s RTL

Check Configuraton o Cancel

Fig. B.6: COREFIFO_C1_0 Configuration

ethernet_top SmartDesign IP Configuration
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A" Configurator = O X

CoreTSE Configurator

ActelDirectCore:CORETSE:3.2.119

Configuration l

Select Interface: O GgMII (* TBI
MDIO PHY Address: 13
Packet Size: 8K Bytes hd

Indude Station address filtering logic: v

Include Wake On LAM logic: Iv

Indude Statistics counter logic: v

Indude receive slip logic: r

Testbench: Ih
License: Evaluation

Help =~ 0K Cancel |

Fig. B.7: CORETSE_0 Configuration

@ configurator o

PolarFire I0D CDR
ActekSystemBuiderr_I0D_CDR24110

ot | et |

S contguraton PF_IOD_CDR_UI 0
e |[rrer—|
Oatarate [0 s

i oo fr Lo s

PF_IOD_CDR_UI

nep | oc | conca ,

Fig. B.8: PF_IOD_CDR_CO0.0 Configuration
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PolarFire IOD CDR Clocking
ActetSystemBuiderst_10D_COR CcC2:1111
p—

& Configuration

Detarate [
Generate LK S 3
K G ey | —

PF_IOD_CDR_CCC_UI

o =)

Fig. B.9: PF_IOD_CDR_CCC_C0.0 Configuration

W7 Configurator

- o x
CoreSPI Configurator
ActekDirectCore:CORESPL:5.2.104
Configuration | =
APB Data Width: (8 C 1. 32
SPI Configuration
Mode: @® Motorola Mode:  TIMode " NSCMode
Frame Size (432): [16
FIFO Depth (1-32): [32
Clock Rate (0-255): [16
‘Motorola Configuration
Mode: @ Mode 0 € Mode 1 € Mode 2 Mode 3
Keep SSEL active v
TINSC Configuration
Transfer Mode: @ Normal € custom
Free running dock r
Jumbo frames r
NSC SpecifcConfiuratin [stancre
Testbench: [User
License: RTL [,

L=l

Fig. B.10: CORESPI_0_.0 Configuration



7 Configurator - o x

CoreAPB3 Configurator

2100

Canfuration |

APBMasterDataBus Width @ 26t C lsbit  C 8bit

Number of address bits driven by master: 6 =
woper adtress: [127:29] Qgnored Frmaster sddress width >= 26) 7]
Indrect Addressing: fotowe =]
Alocate mermory space to cambined region slave
soto: [T sott: [ sotz [ sotx: [
sot [ sots: [T sotes [ otz [
sots: [ sots: [ sotm: [ sotrn [
sotz " sotz[  sotisi [ sotss: [
soto: B sott: B sotz M sotx: [
sot#: [ sots: [ sote [ otz [
sota: [ sots: [ sotw: [ sotrn [
sot: 7 sotz[ soti [ sotss: [

Testench: [User v
Ucerse: € Obfuscated @ RTL

vl
E ol
4

Fig. B.11: CoreAPB_3_0_0 Configuration

&7 Configurator - o x

Mi-V RV32 Configurator

MicrosemiMV:MIV_RV32:3.1.200

LY L —

aclv rIC mv

Wltgher: [Fabric -1 e

aHB Initator: [None v
P8 Intiator: [APB3 <
AXInator: [None v

amiroredr: T @
apsMimored I [ @

aamioredF: T @

e T @ st T @

sootrons I @ Reconise: @) ‘

Reset vector
’7 Upper 16bits (Hex): [ox8000 Lower 16bits (Hex): [0x0 (i} ‘

TeM: ¥ @ TCM Access Support (Tas): | € ‘

Extemasysten mes: [0 <] @

Vectored Interupts: [ @)

- Tmer Opt
Internal MTIvE: ¥ @) MTIME Prescaler: [100 [i]

e iR ¥ @

oebugs ¥ @ T ierece: [ @ vt o0 @

Regiter Forwardings |~ @ EcCEntie: |~ @ Disabieviaces: I~ @

Srregsies [ @ oM Regiters: [ @ 1cacE Regtes: T @

= =)

Fig. B.12: MIV_RV32_C0_.0 Configuration Tab Configuration
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Mi-V RV32 Configurator

MicrosemEMIV:MIV_RV323.1.200

Ocotran  Heraeri |

- AH Infator Address

Start Address: Upper 16bits (Hex): [0:5000 Lower 16bits (Hex): [0:0

End Address: Upper 16bits (Hex): [0x3ffT Lower 16bits (Hex): [0xfT

- APB Initator Adcress

Start Address: Upper 16bits (Hex): [0x6000 Lower 16bits (Hex): [0x0

End Address: Upper 16bits (Hex): [0xfff Lower 16bits (Hex): [Oxfff

- AXI Intiator Adchess:

Start Address: Upper 16bits (Hex): [0:6000 Lower 16bits (Hex): [0:0

End Adcress: Upper 16bits (Hex): [0x6f7F Lower 16bits (Hex): [0xFFF
[~ TCM Address

Strt Adress: Uper 166t (Hex): [038000 Lower 1bis (Hex): [50

End Aderess: Upper 16bits (Hex): [0x8000 Lower t6bits (Hex): [0xFF
e d

Start Address: Upper 16bits (Hex): [0x2000 Lower 16bits (Hex): [010

End Aderess: Upper 16bits (Hex): [0x2000 Lower t6bits (Hex): [0:37F

- BootROM Address

Source Start Address: Upper 16bits (Hex): [0x6000 Lower tebits (Hex): [o:0
Source End Address: Upper 16bits (Hex): [0xa000 Lower tebits (Hex): [0x3fiT
Destination Address: Upper 16bits (Hex): [ox2000 Lower tebits (Hex): [0:0

b

)

Fig. B.13: MIV_RV32_C0_0 Memory Map Tab Configuration



Configurator

CoreJTAGDebug Configurator

Actel-DirectCore:COREJTAGDEBUG:4.0.100

© contouraton |

Generai Ce

Number of Debug Targets [ 1

UITAG_BYPASS |mf

Debug_Target ¢

Target0 IR Code [0x55

Active-high target reset Target0 [~

Debug_Target

Terget 1R Code [0x55

Acte-tih target resetTarget 1

Debug_Target

Terget 2 R Code [0x57

Active-figh target reset Target 2 ™

Debug_Target :

Terget 3 IR Code [0x58

Active-high target reset Target 3 ™

Debug_Target -

Terget 4 1R Code [0x50

Actve-tich target reset Target 4

Debug_Target.

Target 5 IR Code [0x52

Active-high target reset Target 5 ™

Debug_Target ¢

Terget§ IR Code [050

Active-high target reset Target & ™

Debug_Target

Target 7 R Cade [oxsc

Active-figh target reset Target 7 [~

Target8 IR Code [0x5d

Debug_Target ¢

Tergets IR Code [0x5e

Active-high target resetTargets [~

Debug_Target

Terget 101R Code [0x5

Active-high target reset Target 10 ™

Debug Target_11

Terget 111R Code [0:60

Active-high target reset Target 11 ™

Debug_Target

Terget 121R Code [0x5L

Actve i targetreset Target 12 I

Debug_Target._

Target 131R Code [0x62

Active-high target reset Target 13 ™

Debug_Target

Terget 141R Code [0:5%

Active-high target reset Target 14 ™

Debug_Target

Target 151R Code [0x64

Activehigh target reset Target 15 I

Polarfire

use urmaG_sec I~ @

[
[
[
[
[
[
(
Rb | Target
=
[
[
[
[
[
(
(
(

Active-high target reset Target8 ™ ‘

Testbench [User

Help

Fig. B.14: COREJTAGDEBUG_C0_0 Configuration
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1| Configurator = [} *

CoreUARTapb Configurator

ActekDirectCore:CoreUARTaph:5.7.100

Configuration l

Core Configuration

TXFIFO: [pisable e FIFG ]
R FIFO: [Disable RXFIFO ]
Configuration: W
Baud Value: '17
Character Size: 'ﬁ
Parity: ,W‘ |
RX Legacy Mode: 'm
FIFQ Implementation: m

Baud Value Predsion

Enable Extra Predsion: r
Fractional Part of Baud Value: 1

Testbench: |User ¥

License: { Obfuscated ® RTL

Help <

Cancel

Fig. B.15: CoreUARTapb_0 Configuration

B.4 LiteFast_Receiver SmartDesign IP Configuration

[ Configuring LOCAL_ COREFIFO_LOCAL 0 (COREFIFO 3.1.101) - o x
Configuration
FIFO Operation
Controllr Type : | With uSRAM v Cods: Duadock v
Memory Pipelne :  Pieined v Synchronizer Stages : 2 <
Ecc: Dissbled
ResetType:  Asynchronous Reset Optimized for: HighSpeed v
Oerefetch OFwrr
Clock, Enable and Reset
ReadEnable: ActveHigh Wite Enable : | ActveHigh -
ReadPort
width: 8 Depth: 32
wiite Part
width: 8 Depth: 32
Data Handshake
(ORead Data Vaiid (Owrite Acknowledgement.
L] o @pisable isFul
Flags
(O Almost EMPTY Almost EMPTY Threshold : 4
(O almost FuLL AmostFULL Threshold : 60
O underfiow Ooverfiow
O write Count (O Read Count.
Testoench: | User v
icense : RITL
Check Configuration ok Cancel

Fig. B.16: COREFIFO_LOCAL_0 Configuration
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[l Configuring CO_COREFIFO_C0_0 (COREFIFO 3.1.101) - o X
Configuration
FIFO Operaton
ContolerType:  WithuSRaM Cods: DualCock v
< Synchronizer Stages : 2
ResetType: AsynchvonousReset Optimized for :  Hoh Speed
(OPrefetch (Single Clock Cyde Read) (FWFT (Frst-Word el Trvough)
Clock, Enable and Reset
ReadEnable: ActeHgh Write Encble :  Actvebigh
Read Port
wdth: 8 Depth: 32
wrie Port
wdth: 8 Depth: 32
Data Handshake:
(ORead Data Vaid (O wirite Acknowledgement
L] L]
Flags
O most EMPTY Almost EVPTY Threshald : 4
(O most FULL Amost FULL Thveshald: 60
(Ounderfiow Ooverfiow
(O write Count (ORead Count
Testbench: | User v
License: RTL
Check Configuraton 3 Cancel

Fig. B.17: COREFIFO_C0_0 Configuration

B Configurator = O X

LiteFast Configurator

Microsemi:Solutioncore:LiteFast:1.0.5

Configuration l

g_DATA_WID: |32

g_LANE_NUM: |1

LiteFast_Mode: |Receiver Only ﬂ

License Obfuscated

Help < (0]4 Cancel |

Fig. B.18: LiteFast_CO_RX Configuration

B.5 Transceiver SmartDesign IP Configuration



87 Configurator - o x
Clock divider Configurator
Actel:SgCore:PF_CLK_DIV:1.0.103
Confguration |
& oasir PF_CLK_DIV_O
divider Fal
Enable BIT SLPport | CLK_IN CLK_ouT
Enable synchronous reset ™
PF_CLK_DIV
Symbol
Help - cancel

Fig. B.19: PF_CLK_DIV _0 Configuration

PFXCVR 0

e o | o ||

Fig. B.20: PF_ XCVR_ERM_C0_0 Configuration

Transmit PLL
AtekSoCoresr T pLL20304

PF_TX_PLL_O

PF_TX_PLL::PF_TX_PLL_0

I L’j\ﬂ/
w Lo ] om |

Fig. B.21: PF_TX_PLL_0 Configuration
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&7 Configurator

T

Clock C:

ActekSgCorePF_XCVR_REF_CLK:1.0.103
Configuration
B Reference Clock 0

Enablereference cock 0 v

Reference Clock OMode _[Differental

PF_XCVR_REF_CLK 0

Enable fobiccockoutput I~ REF_CLK_PAD_P [—>——REF_CLK_PAD_P -

] Reference Clock 1 REF_CLK_PAD_N [>————{REF_CLK_PAD_N =
Ensble eference dock 1

Reference Clock 1Mode.

[vawos

Enable fabrc cock output I~

PF_XCVR_REF_CLK
Hep

|

Fig. B.22: PF_ XCVR_REF_CLK_C0_0 Configuration
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APPENDIX C

Simulink Models

C.1 Packet Router Simulink Model

Fig. C.1: Packet Router Simulink Model
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APPENDIX D

Source Code

D.1 SSDetect.v from PolarFire FPGA 1G Ethernet Loopback Using IOD CDR
Guide [1]

‘timescale 1ns / 1ps

module SSDetect( rst_b, rck, rx_data, stream_start );
input rst_b;

input rck;

input [9:0] rx_data; // from RX_P

output stream_start;

function is_match (input [6:0] x, input [6:0] y);
begin

is_match = (x == y) | (x == "y);

end

endfunction

reg [1:0] rx_start;

assign stream_start = rx_start[0]; // CDR starts after RX data detects two

consecutive non-static words

always Q(posedge rck or negedge rst_b) begin // SAR 101393, use negedge clock
if (!rst_b) begin

rx_start <= 2°d0;

end

else if (!rx_start[0]) begin // two consecutive non-static words
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rx_start <= is_match(rx_data[6:0], 0) ? 2°d0 : {1°bl, rx_start[1]};

end

end

endmodule

D.2 main.c edited from PolarFire FPGA 1G Ethernet
CDR Guide [1]

Vz

* (c)Copyright 2016-2017 Microsemi Corporation. All Tights reserved.
* Simple IOD CDR 1G loop back exzample program

*/

#include "drivers/CoreUARTapb/core_uart_apb.h"

#include "miv_rv32_hal/miv_rv32_hal.h"

#include "sample_hw_platform.h"

extern void configure_z130364(void);

uint8_t testmsg[]l = {"\r\n\r\nHello World!\0"};

J*

* CoreUART instance data

*/

UART_instance_t g_uart;

extern void delay(uint32_t div);

void Phy_advertise(void)

{
uint32_t phy_reg = OxFFFF;
*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = 0x1C04;
*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = Ox1;
while ((x(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);
phy_reg = *(volatile unsigned int *) (TSE_BASEADDR + 0x030);
*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = 0x0;
phy_reg &= ~(0x1E);
*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = 0x1C04;
*(volatile unsigned int *) (TSE_BASEADDR + 0x02C) = phy_reg;
while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);
*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = 0x1C09;
*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = Ox1;
while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);
phy_reg = *(volatile unsigned int *) (TSE_BASEADDR + 0x030);
*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = 0x0;
phy_reg |= 0x200;
*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = 0x1C09;
*(volatile unsigned int *) (TSE_BASEADDR + 0x02C) = phy_reg;

while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

Loopback Using 10D



void phy_autonegotiation(void)

{

uint32_t phy_reg = OxFFFF;

uint16_t autoneg_complete;

volatile uint32_t copper_aneg_timeout = 1000000u;

volatile uint32_t sgmii_aneg_timeout = 100000u;

uint8_t copper_link_up;

*(volatile unsigned int *) (TSE_BASEADDR + 0x028) =

*(volatile unsigned int *) (TSE_BASEADDR + 0x02C) =

0x1C1F;

0x0;

while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

*(volatile unsigned int *) (TSE_BASEADDR + 0x028) =

*(volatile unsigned int *) (TSE_BASEADDR + 0x024) =

0x1C00;

0x1;

while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

phy_reg = *(volatile unsigned int *) (TSE_BASEADDR + 0x030);

*(volatile unsigned int *) (TSE_BASEADDR + 0x024) =

phy_reg |= 0x1200;

*(volatile unsigned int *) (TSE_BASEADDR + 0x028) =

*(volatile unsigned int *) (TSE_BASEADDR + 0x02C) =

do {

*(volatile unsigned int *) (TSE_BASEADDR + 0x028)

*(volatile unsigned int *) (TSE_BASEADDR + 0x024)

while ((x(volatile unsigned int *) (TSE_BASEADDR + 0x034))

0x0;

0x1C00;

phy_reg;
while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

0x1C01;

0x1;

phy_reg = *(volatile unsigned int *) (TSE_BASEADDR + 0x030);

*(volatile unsigned int *) (TSE_BASEADDR + 0x024)

autoneg_complete = phy_reg & 0x0020u;

--copper_aneg_timeout;

0x0;

} while(lautoneg_complete && (copper_aneg_timeout != Ou));

for (volatile uint32_t i = 0; i < 100000; i++);

*(volatile unsigned int *) (TSE_BASEADDR + 0x028) =

*(volatile unsigned int *) (TSE_BASEADDR + 0x024) =

0x1C01;

0x1;

0);

while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

phy_reg = *(volatile unsigned int *) (TSE_BASEADDR + 0x030);

*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = 0x0;

copper_link_up = phy_reg & 0x0004;

if (copper_link_up != Ou)

{

*(volatile unsigned int *) (TSE_BASEADDR + 0x028)

*(volatile unsigned int *) (TSE_BASEADDR + 0x024)

0x1200;
0x1;

while ((x(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

phy_reg = *(volatile unsigned int *) (TSE_BASEADDR + 0x030);

*(volatile unsigned int *) (TSE_BASEADDR + 0x024)
phy_reg |= 0x1000;

*(volatile unsigned int *) (TSE_BASEADDR + 0x028)
*(volatile unsigned int *) (TSE_BASEADDR + 0x02C)

0x0;

0x1200;

phy_reg;

while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

*(volatile unsigned int *) (TSE_BASEADDR + 0x028)
*(volatile unsigned int *) (TSE_BASEADDR + 0x024)

0x1200;
0x1;

while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);
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phy_reg = *(volatile unsigned int *) (TSE_BASEADDR + 0x030);

*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = 0x0;

phy_reg |= 0x0200;

*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = 0x1200;
*(volatile unsigned int *) (TSE_BASEADDR + 0x02C) = phy_reg;
while ((x(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

do {
*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = 0x1201;
*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = Ox1;

while ((x(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

phy_reg = *(volatile unsigned int *) (TSE_BASEADDR + 0x030);
*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = 0x0;
autoneg_complete = phy_reg & 0x0020;

--sgmii_aneg_timeout;

w

while((!autoneg_complete) && (sgmii_aneg_timeout != Ou));

void phy_init (void)

{
volatile uint16_t phy_reg O;
volatile uintl6_t temp;

volatile uint16_t id1=0,id2=0,phy_mac_reg = 0;

*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = 0x1C02;
*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = Ox1;

while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

idl = *(volatile unsigned int *) (TSE_BASEADDR + 0x030);

*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = 0x0;

*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = 0x1C03;
*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = Ox1;

while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

id2 = *(volatile unsigned int *) (TSE_BASEADDR + 0x030);

*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = 0x0;

/% 16E3 bit 7 setting to 1 for SERDES MAC AN EN */

*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = Ox1C1F;
*(volatile unsigned int *) (TSE_BASEADDR + 0x02C) = 0x0003;
while ((x(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = 0x1C10;
*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = Ox1;
while ((x(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

phy_mac_reg = *(volatile unsigned int *) (TSE_BASEADDR + 0x030);
*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = 0x0;



phy_mac_reg |= 0x80;

*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = 0x1C10;
*(volatile unsigned int *) (TSE_BASEADDR + 0x02C) = phy_mac_reg;

while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

/* Set Register 31 to 0 */

*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = Ox1C1F;
*(volatile unsigned int *) (TSE_BASEADDR + 0x02C) = 0x0010;

while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);
phy_mac_reg = 0x80F0;

*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = 0x1C12;
*(volatile unsigned int *) (TSE_BASEADDR + 0x02C) = phy_mac_reg;

while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

while(1)

{
*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = 0x1C12;
*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = Ox1;

while ((x(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

temp = *(volatile unsigned int *) (TSE_BASEADDR + 0x030);

*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = 0x0;

if ((temp & 0x8000) == 0)
{

break;

*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = Ox1Ci1F;
*(volatile unsigned int *) (TSE_BASEADDR + 0x02C) = 0x0;

while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = 0x1C00;
*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = Ox1;

while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

phy_reg_0 = *(volatile unsigned int *) (TSE_BASEADDR + 0x030);

*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = 0x0;

phy_reg_0 = phy_reg_0 | 0x8000;

*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = 0x1C00;
*(volatile unsigned int *) (TSE_BASEADDR + 0x02C) = phy_reg_0;
while ((x(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

while(1)

{
*(volatile unsigned int *) (TSE_BASEADDR + 0x028) = 0x1C00;
*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = Ox1;
while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

temp = *(volatile unsigned int *) (TSE_BASEADDR + 0x030);
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#if 0 // phy loopback farend

*(volatile unsigned int *) (TSE_BASEADDR + 0x024) = 0x0;

if ((temp & 0x8000) == 0)

{

break;

*(volatile unsigned int *) (TSE_BASEADDR + 0x028)

*(volatile unsigned int *) (TSE_BASEADDR + 0x024)

while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

temp = *(volatile unsigned int *) (TSE_BASEADDR +

*(volatile unsigned int *) (TSE_BASEADDR + 0x024)

*(volatile unsigned int *) (TSE_BASEADDR + 0x028)

*(volatile unsigned int *) (TSE_BASEADDR + 0x024)

while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

0x1C00;
0x1;

0x030) ;

0x0;

0x1C17;

0x1;

phy_reg_0 = *(volatile unsigned int *) (TSE_BASEADDR + 0x030);

*(volatile unsigned int *) (TSE_BASEADDR + 0x024)

phy_reg_0 = phy_reg 0 | 0x8;

*(volatile unsigned int *) (TSE_BASEADDR + 0x028)

*(volatile unsigned int *) (TSE_BASEADDR + 0x02C)

while ((*(volatile unsigned int *) (TSE_BASEADDR + 0x034)) != 0);

#endif

}

// TSE Initialisation

void tse_init (void)

{

uint32_t tse_reg = OxFFFF,

//TSE Register settings

*(volatile unsigned int

*(volatile
*(volatile
*(volatile
*(volatile
*(volatile
*(volatile
*(volatile
*(volatile
*(volatile
*(volatile

*(volatile

unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned

unsigned

int
int
int
int
int
int
int
int
int
int

int

*
<

*

<

*

<

*

<

*

<

*

<

*

N2

*

<

*

<

*

<

*

<

*

<

phy_reg;

(TSE_BASEADDR
(TSE_BASEADDR
(TSE_BASEADDR
(TSE_BASEADDR
(TSE_BASEADDR
(TSE_BASEADDR
(TSE_BASEADDR
(TSE_BASEADDR
(TSE_BASEADDR
(TSE_BASEADDR
(TSE_BASEADDR
(TSE_BASEADDR

+

+

+

+

+

+

+

+

+

+

+

+

0x000)
0x004)
0x040)
0x044)
0x048)
0x04C)
0x050)
0x054)
0x058)
0x05C)
0x1C0)
0x020)

0x0;

0x1C17;

phy_reg_0;

0x00000005;
0x00007201;
0x6060603C;
0xB1C00000;
0x0000FF00;
0xO0FFF0000;
0x04000180;
0x0680FFFF;
0x00000000;
0x0007FFFF;
0x00000004 ;
0x0007;

tse_reg = *(volatile unsigned int *) (TSE_BASEADDR + 0x20);

phy_init();
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/ /[ **

* main() function.
*/
int main() {

configure_z130364();

tse_init();

Phy_advertise();

phy_autonegotiation();

UART_init (&g_uart,
COREUARTAPBO_BASE_ADDR,
BAUD_VALUE_115200,
(DATA_8_BITS | NO_PARITY));

while(1)

{

UART_polled_tx_string(&g_uart, (const uint8_t *)&testmsg)
delay(1);
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